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® (1530)
[English]

The Chair (Mr. Robert Kitchen (Souris—Moose Mountain,
CPCQ)): I'm calling this meeting to order.

Welcome to the ninth meeting of the House of Commons Stand-
ing Committee on Government Operations and Estimates.

The committee will meet today from 3:30 p.m. to 5:30 p.m. to
hear from the Minister of Digital Government and officials on the
main estimates 2020-21.

The committee will next meet on Monday, November 30, from
6:30 p.m. to 8:30 p.m. and will hear from the Minister of Digital
Government and the President of the Treasury Board on the supple-
mentary estimates (B) 2020-21.

To ensure an orderly meeting, I would like to outline a few rules
to follow.

Interpretation in this video conference will work very much like
in a regular committee meeting. You have a choice, at the bottom of
your screen, of floor, English or French. I would ask that you
choose the language that you are going to speak in when you do so.

Before speaking, please wait until I recognize you by name.
When you are ready to speak, you can click on the microphone icon
to activate your mike. When you are not speaking, your mike
should be on mute. To raise a point of order during the meeting,
committee members should ensure that their microphone is unmut-
ed and say “point of order” to get the chair's attention.

In order to ensure social distancing in the committee room, if you
need to speak privately with the clerk or analysts during the meet-
ing, please email them through the committee email address. For
those people who are participating in the committee room, please
note that wearing a mask is required in the committee room unless
you are seated.

Finally, we will take the last 10 to 15 minutes of the meeting to
do some committee business.

I will now invite the Minister of Digital Government to make her
opening statement.

Minister, please go ahead.

Hon. Joyce Murray (Minister of Digital Government): Thank
you very much, Mr. Chair.

I'm really happy to be here amongst you—virtually—and I want
to thank the committee for inviting me here to discuss the 2020-21

main estimates, and I guess the 2020-21 supplementary estimates
(B) next week, for the digital government portfolio. This portfolio,
I would like to note, includes the Office of the Chief Information
Officer and the Canadian Digital Service, both in the Treasury
Board Secretariat, as well as Shared Services Canada.

I am pleased to be joined today by Paul Glover, president of
Shared Services Canada; Samantha Hazen, chief financial officer,
Shared Services Canada; Marc Brouillard, acting Chief Information
Officer of Canada; and Karen Cabhill, assistant secretary and chief
financial officer at Treasury Board Secretariat.

After my remarks, my officials and I will of course be happy to
answer any questions you may have.

Mr. Chair and colleagues, as the Minister of Digital Government
responsible for our digital transformation, part of my mandate is to
work with my ministerial colleagues to provide federal public ser-
vants with the tools and strategies they need to design and deliver
the services Canadians expect in the digital era—services that are
secure, reliable and easy to use. While there is still much to be
done, we have already made headway in updating our systems and
rolling out better and more powerful tools so that we can improve
Canadians' experience and their access to our trusted digital ser-
vices.

We have an overarching policy, which came into effect on April
1 this year, on service and digital. This policy sets out just how de-
partments need to manage service delivery, information and data,
IT, and cybersecurity in the digital era. Importantly, it requires de-
partments to consider putting the needs of people at the centre, right
at the outset, when designing and developing their programs and
services. It's an iterative policy that we will continue to improve
and update. We're actually already looking at what changes should
be in the next version.

1 would note that we saw this policy come into effect when
COVID-19 struck. Our government developed and launched, in just
a matter of weeks, digitally accessible programs, such as CERB and
the emergency wage program, that normally would have taken
months, if not years, to develop and deliver. We collaborated with
industry, our international partners and Canadians to develop, con-
sult on and launch the COVID Alert app, also in record time. As a
result, more than five million Canadians in eight provinces are now
using the app to help slow the spread of the virus. I encourage ev-
eryone, in the room and virtually, to download it, if you can.
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Looking ahead, we'll be examining our structures, incentives and
culture and breaking down institutional barriers, such as silos, so
that we can more easily develop and adopt digital—in other words,
take an enterprise approach to IT and the Government of Canada,
always with the goal of better serving Canadians. We will also con-
tinue to work on the next-generation HR and pay solution, commit-
ting resources to build a modern, user-friendly human resources
and pay solution. That project has been transitioned to Shared Ser-
vices Canada from Treasury Board Secretariat.

These same themes inform the items included in the main esti-
mates and the supplementary estimates related to digital govern-
ment. In the main estimates, the Treasury Board Secretariat will be
seeking, for the next fiscal year, $281,600 to contribute to the Open
Government Partnership, or OGP. The OGP is the leading global
forum for advancing open government around the world. Canada
was the chair, actually, and hosted the conference in 2019. We re-
main a very active member. These 78 member countries have a
shared purpose, which is to make government more transparent, ac-
countable and participatory. This is a very important forum for all
of its members around the world.

® (1535)

We recently launched the consultation on the next iteration of our
open government national action plan, which we worked to develop
with civil society. I encourage anyone who's interested to contribute
to that plan.

I am going to also mention the supplementary estimates (B), al-
though I know we have another meeting on that, because some of
the questions that you may have may weave through both of these
estimates.

Shared Services Canada is requesting Parliament's approval to
increase its authorities by $278.4 million, to a total
of $2,490,741,062. These new funds would be allocated as fol-
lows: $91 million for information technology services that directly
support the government's response to the COVID-19 pandemic,
such as emergency relief programs for Canadians; $84 million for
the information technology refresh program, which supports better
life-cycle management of assets; $37.3 million for IT moderniza-
tion initiatives, such as advancing Microsoft Office 365 in the
cloud; $31.3 million for the secure cloud enablement and defence
project, SCED, meeting the need for more secure and high-speed
operations during the COVID crisis; $23.5 million for core infor-
mation technology services and funding for the public service;
and $10.1 million for secure video conferencing as part of the ex-
pansion of the secure communications for national leadership, to
better support the cabinet, cabinet committee meetings, and senior
officials and decision-makers right across government.

Taken all together, these investments will help provide federal
departments and employees with the tools, guidance and capacity
they need to improve operations and support the delivery of better
services at this time, in a digital age.

Thank you, Mr. Chair. We'd be happy to take questions from the
committee.
® (1540)

The Chair: Thank you, Minister.

We will now start our first round. The first round will be with
Mr. Lloyd.

Mr. Lloyd, you have six minutes.

Mr. Dane Lloyd (Sturgeon River—Parkland, CPC): Thank
you, Chair.

Thank you for appearing, Minister.

In a previous meeting that we had, when I assumed this role, you
told me that the challenges faced by the public service in accessing
online networks at the beginning of the pandemic, to work from
home, were solved in a matter of weeks. Can you confirm the time-
line when full access to online networks was achieved? Was it in
April or May, or was it later?

Hon. Joyce Murray: First, I'd like to say that the public servants
at Shared Services Canada and the rest of the ministry have done a
heroic job, really, to make it possible for public servants to work
from home very quickly. That has meant that a number of services,
from the tools they need to be able to do their work from home,
such as computers and phones, to network connectivity, and collab-
oration tools like Teams, Microsoft Office—

Mr. Dane Lloyd: Minister, that is wonderful, but can you tell me
what the timeline was when full network access was achieved?

Hon. Joyce Murray: I'm happy to ask Paul Glover from SSC to
give you that detail, but I didn't want to lose the opportunity just to
remind us all what our public servants do for us in a crisis.

Mr. Paul Glover (President, Shared Services Canada): Thank
you, Minister. Thank you, Chair, for the member's question.

The short answer is, in each of those months. In March, when de-
partments invoked BCPs—business continuity plans—we worked
very quickly to make sure that those who needed the access in
March had the access. In every month since then, we have contin-
ued to expand the access based on the needs of the departments. We
are constantly growing and adjusting the network to respond to the
individual needs of the departments as their operations have
changed.

Mr. Dane Lloyd: Thank you, Mr. Glover.

We're hearing that the access was gained in April, May, and also
later. The President of the Treasury Board, in a previous meeting,
said that full access was not achieved until October 26. If the net-
work was available in April and May to civil servants, why did the
government not designate access to information officials as a prior-
ity or as an essential service so that they could do their important
work?

Hon. Joyce Murray: Access to information certainly is a very
important aspect of our openness and our transparency. At the same
time, we were in a pandemic emergency, and people were not sure
if they would be able to buy food or pay their rent. There was a
very urgent imperative to get money to literally millions of Canadi-
ans and hundreds of thousands of employers in the early weeks and
months of the pandemic.
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I think it was imperative that the Government of Canada worked
so quickly and collectively together to be able to do that. I know
those who received CERB or rental assistance—

® (1545)
Mr. Dane Lloyd: Minister—

Hon. Joyce Murray: —and so on appreciated it very much. We
are committed to access to information.

Mr. Dane Lloyd: Thank you, Minister.

You're confirming that access to information and accountability
was not a priority during the pandemic. I appreciate that.

Moving on, Minister, your government has made a lot of big
commitments to improving information technology in this country.
I estimate that Shared Services Canada will spend at least $2.1 bil-
lion this year, which is a nearly 40% increase from when your gov-
ernment took office. Why has this massive increase in spending not
resulted in tangibly improved outcomes for Canadians?

Hon. Joyce Murray: I really appreciate the member's question,
and I would just confirm the importance of openness, transparency
and access to information on the part of this government, and our
public servants working around the clock to be able to do those
kinds of services for Canadians.

I'm a little mystified at the member's contention that Canadians
aren't being served by the investments in Shared Services Canada.
There are multiple ways in which this agency has updated and
modernized its equipment, helping other public servants to be able
to work from home with collaborative and secure equipment and
bringing in more security to our connections to the cloud so that, as
we modernize our applications and we shut down old data centres
to move to the cloud, that data is safe and secure, as well.

Mr. Dane Lloyd: Thank you, Minister.

A point that you made leads me to my next question. The gov-
ernment is saying that it has a cloud-first initiative, and yet we're
continuing to spend millions, in fact hundreds of millions, on con-
structing new physical data centres. I'm confused about the govern-
ment's priority here.

You say we're shutting down old data centres, physical centres,
to move to the cloud, and yet the government is still spending mon-
ey on opening up new physical data centres. Why is there this dis-
crepancy in the government's agenda on this?

Hon. Joyce Murray: Thanks for that question, because it's a
great opportunity for Mr. Glover to help with the understanding of
the array of storage that is necessary. We have indeed closed down
over 200 legacy, inefficient data centres, and we're opening four en-
terprise data centres with modern technologies and services and
with green underpinnings in terms of electricity, as well as being a
broker for cloud services so that the departments, when their appli-
cations are ready and suitable, can quickly and easily find a secure
cloud provider that could help them essentially have better, faster
service at a lower cost.

I'll turn it over to Paul Glover to elaborate on our data centres.

Mr. Paul Glover: Thank you very much, Minister.

The Chair: Excuse me, Mr. Glover. We need to move on. Mr.
Glover, if you have a written answer you could give us, that would
be appreciated.

Thank you, Mr. Lloyd.

We're now moving to Mr. MacKinnon for six minutes.
[Translation]

Mr. Steven MacKinnon (Gatineau, Lib.): In a moment, I'm go-
ing to save Mr. Glover from having to send us a letter by asking
him or Madam Minister to answer the question in greater detail.

First, as the member for Gatineau, I need to point out that, in the
National Capital Region, we were very pleasantly surprised by
Shared Services Canada's performance when it came to providing
network access to many of our public servants. We know that it has
not been perfect or always smooth sailing. Nevertheless, I want to
commend your and Shared Services Canada's efforts, Madam Min-
ister. You have mobilized human, technological and financial re-
sources to ensure that the government can continue to function dur-
ing this pandemic.

Now I'm going to talk about data centres and cloud services.
When we came in as a government, we found servers from the pre-
vious government under the offices of public servants in remote
buildings. IT-wise, it was a real mess. They had no strategy, but
now it's clear to me that a lot of thought has been put into data cen-
tres, our strategy and our cloud services strategy.

Madam Minister, I'd like you to tell us about the strategy for data
storage, data centres and cloud services. Of course, if Mr. Glover
would like to add anything, he is free to do so.

® (1550)
[English]

Hon. Joyce Murray: Thank you very much, MP MacKinnon.

Just to start, I'll say that all major organizations are transitioning
into a cloud as an essential part of their modernization, and for a
very good reason. For those not familiar with the cloud—not too
many months ago, frankly, I was not—the equivalent would be re-
ceiving electricity services. Rather than having the electricity plant
on the site of your building to supply electricity and needing to
have enough capacity for your peak—and you're paying for that
kind of capacity of the equipment all the time, whether you're at the
peak or not—the electricity utilities have the infrastructure and con-
nect with us, and we just pay for what we use.

It's a bit similar with cloud services. Instead of the ministries
having the infrastructure and capacity for their peak usage—think
about CRA at tax time but paying for that level of equipment year-
round—now, with cloud service, they pay for the usage they actual-
ly need at any one time, and the infrastructure is managed and han-
dled by the cloud service provider.
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I'd love to invite Paul to let the committee know how the transi-
tion to the cloud is going.

Mr. Steven MacKinnon: We only have a couple of minutes, so |
want to invite Mr. Glover to compress, perhaps, his answer.

I do have one other question.
Mr. Paul Glover: Okay.

Thank you, Minister and Chair, for the member's question and
the kind words on the work we've done.

The short and quick answer is that we have not invested any
money in new data centres—not a penny. We've invested money in
closing data centres. We have four enterprise data centres. Those
are state of the art. They have uninterruptible power. We are consis-
tently taking workloads out of older data centres, inefficient data
centres and end-of-life data centres and moving them to the cloud
or to one of the end-state enterprise data centres.

There are costs with those migrations, and there is a cost to put
equipment into the enterprise data centre to handle the workloads,
but the physical infrastructure is built. As we know what workloads
are going in there, we put in the racks—the computers—to handle
that workload.

We are not building more data centres. We are closing data cen-
tres. In fact, last year was a record. We closed more data centres
than we ever have—just short of 100—and we're going to continue
to close data centres until we have all of our workloads in the
cloud, in an enterprise data centre—one of the four—or in a hybrid
of the two.

Mr. Steven MacKinnon: Thank you very much for that.

I know that, in particular, this perhaps has been a difficult week.
A number of us have heard from public servants about some appli-
cations perhaps not being available. I know there are some issues.
Perhaps Madame Murray or Mr. Glover could comment on what
kinds of investments remain to be done.

I know the dire situation that we found in 2015. As Mr. Glover
just referenced, an awful lot of work has gone into updating and
modernizing our network and making sure that data, data centres
and the cloud have a coherent strategy.

What are the things now that SSC needs to get done on a priority
basis to make sure that we have more predictable, continuous and
reliable network access?

® (1555)

The Chair: I apologize for interrupting.

Mr. MacKinnon, that was an excellent question; however, I'm
going to have to ask the minister if she would respond to us in writ-
ing to answer it because we're at the end of our time.

We'll now go to Ms. Vignola for six minutes.

[Translation]

Mrs. Julie Vignola (Beauport—Limoilou, BQ): Thank you

very much, Mr. Chair.

In the supplementary estimates, you're asking for $133 million
for operating expenses. How do you justify the $133 million?

Could you give me a brief, substantive answer please?
[English]
Hon. Joyce Murray: Thank you.

I'll ask Paul Glover to answer that.

Mr. Paul Glover: 1 will ask the CFO, Sam Hazen, for a quick
answer.

Ms. Samantha Hazen (Assistant Deputy Minister and Chief
Financial Officer, Chief Financial Officer Branch, Shared Ser-
vices Canada): Thank you, Mr. Chair, for the question.

SSC is requesting new funding of $123.9 million in these main
estimates, as opposed to last fiscal year. I don't believe that's the
number that you referenced, but that's the total amount of new
funding that we are requesting in these main estimates.

[Translation]

Mrs. Julie Vignola: Okay, but what will the operating expenses
be used for, concretely?

[English]
Ms. Samantha Hazen: Thank you, Mr. Chair, for the question.

The majority of the funding in the main estimates that is new for
Shared Services Canada will go towards the workload migration
and cloud architecture programs.

There's new funding totalling $90.2 million. These programs
support the government's priority of enabling the digital delivery of
services to Canadians, the modernization of the government's IT in-
frastructure, and specifically moving applications from at-risk data
centres to modern hosting solutions, as we were just discussing.

[Translation]

Mrs. Julie Vignola: All right.

What will the capital expenditures requested be used for specifi-
cally?

[English]

Hon. Joyce Murray: I'm having a hard time hearing the transla-
tion, Mr. Chair. I'm asking if the interpreter could speak a little
louder.

The Chair: Ms. Vignola, could you repeat your question,
please?

[Translation]

Mrs. Julie Vignola: What will the capital expenditure requested
be used for specifically?

[English]
Hon. Joyce Murray: I'll turn to Ms. Hazen for that, please.
Ms. Samantha Hazen: Thank you, Mr. Chair, for the question.

I had some difficulty with my connection.

Mr. Paul Glover: I heard the question.
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[Translation]

I can answer that.
[English]

That is a phenomenon we continue to see. We're storing more
and we're using the networks more for video and voice, plus all of
the applications.

It is for infrastructure. That will be to replace end-of-life gear or
to put network switching gear, storage, servers and those sorts of
investments in infrastructure into the data centres and the network.
It breaks down into two categories, which are replacing those
things that are end-of-life so they don't break and fail on us, and in-
stalling new to support the growth that is occurring.

As to the question of why we are seeing an increase in expendi-
tures, it is because the unit costs go down every year with IT—
that's Moore's Law—but the volumes go up faster than the price
comes down. We're using the networks more and we're using the
technology more. The unit cost goes down, but the utilization goes
up, which means we need more gear and more capacity.

[Translation]
Mrs. Julie Vignola: Thank you.

I note in the main estimates a decrease of $44 million for cyber-
security and IT security. I'd like to understand why this reduction
decrease has been included. All the experts agree that in the current
situation related to COVID-19, cyberattacks have increased.

How do you explain this reduction in cybersecurity budgets?
[English]

Hon. Joyce Murray: I will say that this government has made
cybersecurity a huge priority, which is why half a billion dollars
was allocated in 2018, and that was used to stand up the Canadian
Centre for Cyber Security. A huge amount of that work was done
over the next two years.

Paul, if you have a more detailed answer to Madame Vignola's
question, I'll put it over to you.

® (1600)

Mr. Paul Glover: Thank you, Minister, and I'll also turn to Sam.

The short answer is that some of that is time-limited projects.
They were specific projects that we were doing for a specific period
of time. But overall, Mr. Chair, the member is right. Security is a
growing issue, a growing area of importance, and it is an area we
continue to invest more in. This is a phenomenon on the main esti-
mates and the supplementaries, and projects that were time-limited,
time-bound.

Ms. Samantha Hazen: If | may add to that, indeed, it's a timing
issue. As you heard in the opening remarks, in supplementary esti-
mates (B) there's additional funding being requested for Shared
Services Canada for the secure cloud enablement and defence
project, and that funding is not included in our main estimates.

The Chair: Ms. Vignola, you have five seconds. Do you have a
five-second question?

[Translation]

Mrs. Julie Vignola: Sadly, that's not the case. So I will wait for
the next round.

Thank you for your answers.
[English]
The Chair: Mr. Green, you have six minutes.

Mr. Matthew Green (Hamilton Centre, NDP): Thank you very
much, Mr. Chair.

I just want to recognize that the minister has been in service to
the House of Commons for over 10 years and has spent time within
the Treasury Board. There is certainly a wealth of experience
brought on to this portfolio. I'm wondering, through you, Mr. Chair,
in the lead-up to this, what work, either in her current role or in her
past roles as parliamentary secretary, had been considered as worst-
case scenario events as it relates to digital services.

Hon. Joyce Murray: Mr. Green, I have to confess that I'm not
clear about the question.

Mr. Matthew Green: I think it's safe to say that COVID and
shifting our entire public service to a digital format presented an
anomaly that you couldn't have predicted. I would assume that is
possibly the case. I'm wondering, in the lead-up, what kind of plan-
ning or contingencies had your department undertaken in 2018-19
that would have been in preparation for what you would have con-
sidered as the worst-case scenarios?

Hon. Joyce Murray: This is a department that is there to serve
the public servants right across the government, and the key is hav-
ing information technology that can allow them to serve the public
as quickly and effectively as possible, and also allow us to continue
improving and modernizing how we do that.

Redundancy is always built into the systems to be able to re-
spond to unexpected events. Certainly, in cybersecurity, in network
bandwidth, there's always an understanding that there will be things
that happen that we didn't predict, but I can't say that I went into
these jobs with a vision of what might be a worst-case scenario—

Mr. Matthew Green: Has there ever been any discussion about
a lights-out scenario, a situation where there would be either a sig-
nificant digital cyber-threat or, in the age of hackers, a hostage-tak-
ing of our back end?

I say that on the backdrop from some of my other work in com-
mittee, where it was revealed that some of our systems are still us-
ing DOS. I want to recognize the antiquity of some of our technolo-
gy, and I want you to comment on some of the vulnerabilities that
might still remain.

Hon. Joyce Murray: Yes, the information technology landscape
of the Government of Canada has come a very long way in just a
few years with the billions of dollars our government has invested.
The Auditor General had been flagging that for probably a decade
and it had not received the investment it needed.

Mr. Matthew Green: Why is that the case?

Hon. Joyce Murray: May I ask Marc to talk about the planning
of—



6 0GGO-09

November 25, 2020

Mr. Matthew Green: Before you do that, you touched on some-
thing that was flagged 10 years ago, which is kind of what I got to
at the beginning of my question, which is that we knew there were
some vulnerabilities. We're in an act of God, as it were, from a
COVID perspective and having to shift all these people offline. A
lot of people are furloughed, couldn't get the connection and can't
necessarily work.

If it was flagged 10 years ago, I'm wondering why more signifi-
cant investments had not been made that may have offset some of
the challenges we face in COVID?

® (1605)

Hon. Joyce Murray: 1 will not speak for the previous govern-
ment, but that is the period in which there was really—

Mr. Matthew Green: You've been the government for four years
prior to this, respectfully, so could you speak to that?

Hon. Joyce Murray: That's right. Thank you for pointing that
out.

The flags were from 10 years ago. We began investing in 2016,
and we have made historic investments in upgrading IT, includ-
ing $2.2 billion in 2018. It takes time with an enterprise with the
complexity and size of the Government of Canada, and the number
of people we serve.

Mr. Matthew Green: Yes, thank you.

You'll appreciate that the reason we're so terse is that we have six
minutes and then it stops, and so the longer you talk, the less time
we have to ask further follow-up questions. That answer suffices.

Would it be possible to know what the pandemic has revealed
about the technological capacity of our government services? What
are the specific limitations that our technological capacity has been
exposed to during COVID?

Hon. Joyce Murray: I'd like Marc Brouillard, CIO, to tackle
that, because he can also talk about what things were imagined be-
fore and answer your question about planning for disasters.

Mr. Marc Brouillard (Acting Chief Information Officer of
Canada, Treasury Board Secretariat): The way the government
plans for these types of disasters is through our business continuity
planning exercises. These are done at the departmental level
through the identification of critical services. They aren't necessari-
ly related to or require foreknowledge of what the event will be.
The fact that we have a snowstorm, a flood or a pandemic that
keeps people from being in the office, all will have the same re-
sults—

Mr. Matthew Green: I have a quick supplementary on that. Is
there an audit of the departments? Are you actively going out and
seeking who is doing this and who is not? Is it like a fire drill? Per-
haps some departments are lax, and if so, when is that revealed?

Mr. Marc Brouillard: We evaluate which departments have
identified critical services and whether they have business continu-
ity plans and have tested those plans.

Mr. Matthew Green: What's the pass or fail on that?

Mr. Marc Brouillard: I don't have the exact numbers. We can
get you that information.

Mr. Matthew Green: Do you think we can do that between now
and my next round of questioning??

Mr. Marc Brouillard: I don't know.

The point is to make sure we are ready for the unforeseen. We
don't know what the next event will look like, but we do know what
critical services have to be up and how they have to be up.

To answer the second part of the question, the way we do that is
by making sure we plan for resiliency in the systems and the infras-
tructure, and the work that Paul and Shared Services are doing to
make sure the core infrastructure is also modernized. One of the
things we've seen is that legacy, underinvested technology breaks,
typically at the wrong time, so we have to make sure that our sys-
tems are well maintained and well cared for so they deliver on the
services for Canadians.

Mr. Matthew Green: Thank you very much.

The Chair: Thank you, Mr. Green.
We've finished our first round. We'll now go to the second round.

We will go with five minutes, starting with Mr. Lloyd.

Mr. Dane Lloyd: Thank you, Mr. Chair.

I'm going to continue on the same stream as Mr. Green. I read
recently in the Wall Street Journal that China is working on the
Manbhattan Project of the digital age, namely the race to develop
quantum computing.

Does the minister understand the risks of quantum computing
and can she tell the committee what actions the government is go-
ing to take to address this significant security threat?

Hon. Joyce Murray: Thanks for that question.

We're very actively looking at how to have artificial intelligence
and other more modern uses of data to make decisions and to ana-
lyze situations and to be responsible. We have a directive on re-
sponsible use of Al for the Government of Canada. The Canada
School of Public Service just hosted a meeting with public servants
who are involved with Al to discuss all of the issues around respon-
sibility, safety, privacy and appropriate use of technology in artifi-
cial intelligence.

I'd happy to have Mr. Brouillard add to that if you have—

Mr. Dane Lloyd: Minister, thank you. I appreciate that. You
talked about artificial intelligence, but my question was on quantum
computing and the risk of quantum computing being used to break
all encryptions on any encrypted software, whether it involves
Canadians' private data or government's data. I want to know what
your understanding is regarding where Canada's at with quantum
computing and what actions the government is going to take to pro-
tect Canadians' security.
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® (1610)

Hon. Joyce Murray: Quantum computing is also an emerging
industry here in Canada, actually right in Vancouver. As we do for
any other new technologies, we need to make sure that they're used
responsibly. I think Marc can talk about the cybersecurity issues
that you're raising around quantum computing.

Mr. Dane Lloyd: I think you can agree that we should be using
it responsibly, but we're talking about sometimes hostile state actors
using it against Canadian security systems. What is the government
doing to increase protections for Canadians against the risk of for-
eign state actors using quantum computing against Canada?

Hon. Joyce Murray: We are continually upgrading our systems.
Our perimeter has been very effective in keeping out attacks. We'll
continue investing in that.

We have a whole-of-government approach to cybersecurity,
which has worked very well. The Centre for Cybersecurity has our
CIO, SSC, as well as CSE as the key drivers. We have cybersecuri-
ty event management plans in which it's very clear, in an almost
military way, what to do should there be a breach. I will ask Marc if
there is a specific aspect related to quantum computing that he can
discuss.

Mr. Dane Lloyd: Thank you, Minister. I think I'll follow up with
the officials in the next round of questioning.

On the question of security, we're about to undergo a huge logis-
tical challenge with the distribution of vaccines across Canada.
We're living in a digital age and we know we're going to need to
use digital systems to facilitate this distribution. What actions is the
government taking proactively to ensure that our distribution net-
works are not attacked by organized crime or any other hostile ac-
tors who might try to use ransomware to seize up the system and
delay the distribution of vaccines to Canadians? What work is be-
ing done today to ensure that doesn't happen? That's a gold mine
for organized crime.

Hon. Joyce Murray: We do have a supply chain integrity pro-
cess in place to protect us. My ministry has a core responsibility to
protect Canadians' information, and I take it very seriously. I must
say that, as it is with any large organization, the Government of
Canada's systems are constantly under attack using illegally ac-
quired information, logins or other means to try to access our infor-
mation. We are continuously finding ways to boost our security and
we're supported by CSE, which has—

Mr. Dane Lloyd: Thank you, Minister.
In my final 30 seconds I'll ask whether, in your opinion, the gov-
ernment is ready to protect our supply chain networks from ran-

somware threats against vaccine distribution. Is the government
ready?

Hon. Joyce Murray: Absolutely, we're ready.

Mr. Dane Lloyd: Thank you for the reassurance.

I have only about 10 seconds left, so I'll pass on my time. Thank
you.

The Chair: Thank you, Mr. Lloyd.

We'll now go to Mr. Weiler for five minutes.

Mr. Patrick Weiler (West Vancouver—Sunshine Coast—Sea
to Sky Country, Lib.): Thank you, Mr. Chair.

Thank you, Minister Murray, for joining us at our committee
again today and to all the officials for joining our meeting as well.

Minister, digital governments around the world are accelerating
their efforts to support people and businesses through these chal-
lenging times we're in right now. I know I've seen first-hand in my
riding how important it has been for businesses to be able to quick-
ly adapt their work, and for their workers to adapt to be able to
work remotely and provide their services or their products digitally.

1 was hoping you could tell our committee what we are doing to
leverage the work of the digital nations to address shared chal-
lenges in the face of COVID-19 on the international stage.

Hon. Joyce Murray: Okay, great. Thanks for that opportunity.

Committee members, Digital Nations is the 10 countries around
the world that are leading in their advancement of digital to serve
citizens better. It's all citizen-centric. We get together in a meeting
once a year. Canada was the chair this past year; we just handed
over the gavel to the United Kingdom. Officials in these 10 coun-
tries work together to identify where there are some key initiatives
that they can learn or share with other countries. We partner with
different countries on different things.

Il just give you one example. I had a meeting with the digital
minister from Portugal as part of Digital Nations. Portugal has been
looking at single identity—in other words, digital authentication—
so that people only have to sign in once and can access any govern-
ment department. It was a very fascinating conversation because
that is a high priority for me as we accelerate our digital transfor-
mation.

This is a collaborative forum, and the work goes on year-round at
the officials' level. It's all about accelerating our collective and indi-
vidual digital transitions to provide our citizens with the services
they need in the way they want to access them.

® (1615)

Mr. Patrick Weiler: That's great to hear. I understand that earli-
er this month there was an adoption of a Digital Nations charter. I
was hoping you could speak a little bit more about what that means.

Hon. Joyce Murray: The Digital Nations charter is a set of vi-
sions and principles for the kinds of work that we'll be doing going
forward. We had a signing ceremony, which I chaired, just a month
or so ago.

We're tackling different projects, actually, as part of Digital Na-
tions. One project that Canada has put forward to work on collec-
tively is about greening government. I'm pleased that we're going to
be able to work collaboratively with other leading Digital Nations
to find ways in which our digital transformation can also be a solu-
tion to climate change problems.
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Mr. Patrick Weiler: That's great to hear. We've set some ambi-
tious targets in our climate accountability legislation, Bill C-12,
which we introduced last week. It's actually being discussed right
now in the House, in fact.

I know that you have a background in working on projects in the
private sector to restore the environment, and you have worked in
this space also as a minister in the provincial government in B.C. I
was hoping that, as the Minister of Digital Government, you could
explain a little bit more how we're going to contribute to this plan
that is part of the climate accountability bill.

Hon. Joyce Murray: As many of the members know, I've been a
climate action advocate for a long time, going on over two decades.
My vision for digital government is an enterprise approach, where
we take seriously the goals of government as a whole, such as re-
ducing greenhouse gas emissions.

We've been very active in SSC, for example, in looking at how
we can green our procurement. One aspect of that is working with
our suppliers, because we're a major purchaser of goods and ser-
vices. In adjudicating these projects, we will be looking at the sup-
pliers' footprint and what their sustainability plans are like, so that
we will be influencing the sustainability upstream and downstream
in our work.

I would also point to the conversation about closing data centres.
There is a major reduction in electricity use and greenhouse gas
emissions when there is a shift from an old data centre to the cloud.

Perhaps Paul has other examples of how SSC is working to green
government and to help us meet our greening government targets of
40% below 2005 levels by 2030.

The Chair: Thank you, Minister.
Thank you, Mr. Weiler.

We now go to Ms. Vignola for two and a half minutes.
[Translation]

Mrs. Julie Vignola: Thank you very much, Mr. Chair.

Minister Murray, in the first round, you said that once depart-
ments are ready, they will be able to find cloud service providers.

Will each department need to find a different provider? Which
companies will provide these cloud services? How will we ensure
data security if we let external providers manage and store our da-
ta?

® (1620)
[English]
Hon. Joyce Murray: Thanks for that question.

My vision of digital government is that we take an enterprise ap-
proach, so that's why Shared Services Canada is organizing the op-
portunities for the departments to move to cloud and has been a
broker and is moving in to manage that procurement on behalf of
the departments to make sure the cloud providers will be providing
the security that you've just asked about.

There are a number of companies that have been accepted as po-
tential cloud suppliers. I'll ask Paul Glover to tell you a bit more

about the process of supporting the departments in moving to the
cloud and working with their applications, which are sometimes a
big challenge when their application is not suitable to move to the
cloud.

Mr. Paul Glover: Thank you, Minister.

To respond to the member's question, we have identified eight
cloud vendors. They range from Microsoft to Amazon, Microsoft
Azure, AWS, Google, Oracle, a Canadian company called ThinkOn
and others. That's all publicly available information. Just visit our
website. It's there on OpenGov. You can see who has already been
pre-qualified. There are a total of eight that the departments can
choose from.

All of those vendors had to set up operations here in Canada, so
they are subject to our legislative requirements. None of this data is
offshore. We're working with the CSE and the Canadian Centre for
Cyber Security to establish the security requirements. They regular-
ly go in and audit those facilities to make sure they are compliant
with security requirements, so that we know exactly how the data is
being stored and who has access to the data. These are some of the
most stringent security requirements, so we have confidence that
the data is there and, just like in any other data centre, properly se-
cured.

However, we don't stop there. As the minister and others have
spoken about, the path to the cloud matters. We don't want depart-
ments all creating their own networks—

The Chair: Excuse me, Mr. Glover. I appreciate that. If you feel
that you have anything extra you could add to that answer, would
you please forward that in writing? Thank you.

We'll now go to Mr. Green for two and a half minutes.

Mr. Matthew Green: We've been hearing a lot about the green-
ing of government, and I'm wondering.... This could be a softball
for you, Ms. Murray. How has shuttering some of these data centres
helped our carbon offsets? I think about what the drain on electrici-
ty would have been. Could you comment on that just briefly?

Hon. Joyce Murray: Yes, absolutely, and that's one of the good
reasons to do that. The cloud is far less greenhouse gas-intensive
than the old data centres especially.

Mr. Matthew Green: 1 caught something interesting on your
profile. It noted that you had a reforestation company and that you
yourself were responsible for planting 500,000 trees. Has the gov-
ernment approached you on ways in which you might be able to
contribute to its program to plant a billion trees, given that it hasn't
planted one?

Hon. Joyce Murray: Thank you for doing your due diligence
there, and, Mr. Green, it's not so surprising you're asking about
things like planting trees.

I recused myself from that discussion, because although I haven't
been part of that company for a while, my husband is still involved
with the industry.
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Mr. Matthew Green: No, I'm just suggesting that. I'm not say-
ing his getting the contract.... We have lawyers who comment on
law. We have accountants who comment on finance. I'm just won-
dering if your expertise would help provide this government with
the ability to actually plant something, given that you've planted
half a million trees.

I'll leave it, because I think you know where I'm going with it.
I'm hoping, if anybody's watching, that they do take you up on it,
because it seems that your track record on reforestation could cer-
tainly help a government that claims to have a program on planting
trees but hasn't yet.

Hon. Joyce Murray: Mr. Green, I'll put it this way: All our
members and Canadians have a hand in the federal Liberal election
platform, and my focus was on encouraging the platform writers
and the Prime Minister to commit to planting trees and renewing
wetlands, grasslands, ag lands and coastal ecosystems.

Mr. Matthew Green: | appreciate that and just hope.... You're
not forced to have to answer on that, but we'll leave that for another
day.

Thank you so very much, Mr. Chair.
The Chair: Thank you, Mr. Green.

Now we'll go to Mr. Paul-Hus for five minutes.
® (1625)
[Translation]

Mr. Pierre Paul-Hus (Charlesbourg—Haute-Saint-Charles,
CPC): Thank you, Mr. Chair.

Good afternoon, Madam Minister.

On October 4, your colleague from the Treasury Board,
Jean-Yves Duclos, appeared before us and told us that many federal
employees could not work remotely because they did not have
computers. This is currently having an impact on processing of ac-
cess to information requests. Actually, a small percentage of re-
quests are being handled by departments.

Do you have a solution for this issue?
[English]
Hon. Joyce Murray: Thanks for that question.

We have continued to make equipment available. I have to say
that this was an unexpected emergency. We've quickly doubled se-
cure remote access capacity. We enabled Microsoft Teams for se-
cure conversations for up to 187,000 public servants. We tripled
teleconference capacity. Wi-Fi calling was activated for 183,000.

As you know, the full public service is hundreds of thousands of
people, and so—

[Translation]

Mr. Pierre Paul-Hus: Excuse me, Madam Minister, but here is
my question: given that the Supreme Court has declared that the
Access to Information Act is quasi-constitutional legislation—it is a
priority for Canada— is it currently one of your priorities to find a
solution so that people can do their jobs, in that area in particular?

[English]

Hon. Joyce Murray: Absolutely, it's for providing the equip-
ment so that they can do their jobs, whatever their jobs may be in
serving Canadians.

I can ask Paul Glover to give you more detail, if you would like,
on where we are now in terms of having the tools, equipment and
network—

Mr. Pierre Paul-Hus: Thank you, Ms. Murray.

[Translation]
Perhaps you could send me a report on it.
I'd like to ask you another question, but I know time is limited.

Last week, our committee learned that the Government of
Canada is signing agreements with Chinese-controlled companies
such as Nuctech.

Could you please tell me whether or not your department has ap-
proved standing offers with companies linked to the Chinese com-
munist regime or other dictatorships around the world?

[English]

Hon. Joyce Murray: We have clear standards for our procure-
ment.

I will pass it to the officials to answer that specific question.

Mr. Paul Glover: Mr. Chair, I will start with the answer to that.

At Shared Services, we have what the minister referred to earlier
as supply chain integrity as part of any procurement process. It is
not just the vendor that is selected, but all of the parts that they use,
right back through.

We work with the Canadian Centre for Cyber Security. Along the
way, as we are doing those procurements, we refer all of the bidders
to them for their assessment, so that we have confidence when we
make a final procurement decision that it complies with their exper-
tise and their direction with respect to security and the integrity of
our operations.

[Translation]

Mr. Pierre Paul-Hus: Last week, we were very surprised to
learn that the departments were not talking to each other. Foreign
Affairs had not seen fit to request a security check on Nuctech's
equipment. When it comes to acquiring computer equipment of all
kinds, are you significantly concerned about the equipment that
could come from China or other countries with dictatorial regimes?

[English]

Hon. Joyce Murray: As Paul mentioned, we do have supply
chain protection processes.

For a particular example, I'll put it over to Paul to answer.



10 0GGO-09

November 25, 2020

Mr. Paul Glover: Thank you, Minister, and Mr. Chair.

To respond directly to the member's question, Shared Services is
responsible for enterprise IT procurement. We have confidence that
anything that is plugged into or connected to core networks, sys-
tems and data centres is procured through our infrastructure and our
processes. If there are things that are happening, they would be on
the periphery and not directly connected to any of our critical data
centres or networks.

The Chair: You have 30 seconds.
[Translation]

Mr. Pierre Paul-Hus: I'll end by saying that you mentioned con-
tracts with U.S. companies. We received a complaint from the
Council of Canadian Innovators that no preference was being given
to procuring computer equipment made by Canadian companies.

Can you explain why?
® (1630)
[English]

Hon. Joyce Murray: Over 80% of our procurement is from
Canadian firms. We need to have cost-effective procurement, and
we do our very best, at the same time, to satisfy other objectives,
like Canadian-first as well as diversity in our procurement.

Paul, do you have anything you'd like to add to that?

The Chair: Thank you, Minister. Unfortunately, we don't have
enough time for further additions.

Mr. Jowhari, you have five minutes.

Mr. Majid Jowhari (Richmond Hill, Lib.): Thank you, Mr.
Chair.

I'd like to start by welcoming the minister and the officials, and |
thank them for the great work they've been doing, especially during
this difficult time.

Minister, you and I have had a number of conversations around
digital government and digital transformation, as you know. I con-
sider digital government a key enabler, especially during the eco-
nomic recovery. | was quite interested when you mentioned in your
opening remarks that you're leading the government's digital trans-
formation and that you'll be working with your ministerial col-
leagues to design and deliver the services that Canadians expect in
the digital era, which is great.

Can you outline some tangible initiatives and results that Canadi-
ans should expect as a result of this plan?

Hon. Joyce Murray: Thank you so much for giving me an op-
portunity to talk about it, because I'm quite excited about it.

Not only is my vision an enterprise approach to person-centred
service—which means all the departments coordinating, which, as
we've heard, is important for security and other reasons—but it is
about the public. It's about Canadians, and it's about secure, reliable
and easy-to-use services from any device so that public servants
can provide better one-on-one service for those who don't use or
have devices.

There are some very specific things that I have heard are very
frustrating to Canadians, and I'm aiming that we can help transform
how they experience their transactions with the Government of
Canada. My vision includes no more having to use paper forms and
faxes, but being able to do it digitally. It includes no more confus-
ing and hard-to-find government benefits and services, but a digital
way of finding out in a centralized way what you're potentially eli-
gible for. It includes no more having to call and sit on hold to get an
update on your transaction.

After all, you can order something from Amazon and you'll get a
text telling you exactly where it's at and when you're going to get it
at your door. We can aim for that as the Government of Canada.
There will be no more complicated log-ins with credentials that are
easily forgotten or different credentials for every department. There
will also be potentially automatic tax filing for simple returns for as
many Canadians as possible, partly so that those who leave benefits
on the table because they didn't file their taxes can get the benefits.
Two billion dollars don't get collected by those with the lowest in-
comes, surely because they weren't able to get through a complicat-
ed tax form.

That's the small package. I am aiming that we can have some
tangible forward movement on those things over the coming 12
months, so I'll be pitching to my colleagues to work together on
that.

Mr. Majid Jowhari: Thank you, Minister.

You know I would be remiss if I didn't ask about Phoenix and
NextGen. As you know, I've been following that initiative for a
very long time. Can you provide the committee with an update on
the progress of NextGen? I know you touched on it in your opening
remarks, and you kind of passed it on to Shared Services, but can
you expand on that, please?

Thank you.

Hon. Joyce Murray: First, | want to say that it is so important
that we can pay our public servants accurately and on time. In fact,
the work being done in PSPC on Phoenix has meant a major, 68%
reduction in the backlog of transactions, so congratulations there.

NextGen is a separate initiative, and really we are being guided
by lessons learned from the past, and we are taking the time to get
it right. We're using a digital approach, which means applying digi-
tal principles, and things are going well.

® (1635)

Mr. Majid Jowhari: You said you passed it on to Shared Ser-
vices Canada. Can you expand on that?
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Hon. Joyce Murray: The early part of the NextGen process was
to have the three gates to determine who would potentially be qual-
ified suppliers to work with the Government of Canada to do an
HR-to-pay, a full system. That was under the auspices of the Trea-
sury Board Secretariat. The Treasury Board Secretariat is not so
much a ministry that operates major IT-based activities, whereas
Shared Services is, so at a certain point it seemed appropriate.

That point came about when, through exploration and consulta-
tion, the wide field of potential vendors had been narrowed down to
three. Right now, we have three vendors that are qualified to work
with the Government of Canada. We are very engaged in an ex-
ploratory process with one lead vendor, SAP, working with one of
our departments, the heritage department, to test the different re-
quirements that public servants have for HR-to-pay in the heritage
department. That exploration will lead to a pilot to see if SAP can
satisfy and supply HR-to-pay.

We're doing this in sprints. We're checking out, we're learning,
then we're doing the next thing, and we'll continue in order to have
a successful outcome.

Mr. Majid Jowhari: Thank you, Minister.

The Chair: Thank you, Minister. I appreciate that.

That ends our questions for this round. I appreciate the minister
attending and coming to visit with us today. We will look forward
to seeing her again on Monday evening.

We appreciate your time and efforts.

Hon. Joyce Murray: I can't wait.

The Chair: We're going to suspend briefly, for about two or
three minutes, while we bring in a new witness, and then we'll be
right back.

¢ (1639 (Pause)

® (1635)

The Chair: We will now resume the meeting and continue with
our questioning.

We'll go to the first round of the second session of questioning.

We will start with Mr. Lloyd, for six minutes.

Mr. Dane Lloyd: Thank you, Mr. Chair, and thank you to the
witnesses for coming in today.

Since I took on this position, a number of stakeholders have
reached out to me with a deep concern about government decisions
to sole-source IT contracts to American-based companies.

Why is the government concentrating its significant annual infor-
mation technology spending on a small cluster of mostly American-
based IT companies?

Mr. Paul Glover: There are two parts to that question. I'll try to
be brief to allow you follow-ups, because I suspect you might want
to do that.

The first is that, as an enterprise service provider, we need enter-
prise-grade solutions. Microsoft is the vendor in this space, and we
have set up a large relationship with them for things such as Office

365 and Teams. IBM and Unisys are the mainframe vendors; we
have specific relationships with them, and it moves like that. The
same is true, frankly, with networks. Most networks around the
planet run on Cisco and Cisco gear.

As one of the members, MP MacKinnon, pointed out earlier,
when Shared Services was created we didn't even know what was
given to us. We had to inventory all that stuff. As we've done that
and as we try to fix it when it breaks, it's important that we replace
it like for like so we know it works.

® (1640)
Mr. Dane Lloyd: Mr. Glover, are you saying—

Mr. Paul Glover: Perhaps I can finish my answer.

When we are replacing broken equipment, we do it like for like.
When we look forward to modernize, we are far more open. It is
done through a procurement process that allows us to get the best
possible technology moving forward, and that is done through open
and competitive processes.

Finally, we are working to make sure that Canadian SMEs are in-
tegrated into this process and system and that our contracts encour-
age resellers, vendors and large multinationals to set up shop
here—

Mr. Dane Lloyd: Mr. Glover, are you saying there aren't any
Canadian companies that can provide the type of enterprise soft-
ware you were talking about that you're currently going to IBM,
Cisco and Microsoft for?

Mr. Paul Glover: No, Mr. Chair. I don't think that was what my
answer said at all.

I said that when you look at some of the predominant...those
were a number of examples. We have BlackBerry, a great Canadian
company that is deeply entrenched into the IT infrastructure and
services we use, and we will continue to use them.

Absolutely, there are Canadian companies. We seek them out.
We seek out those small and medium-sized enterprises to help them
grow, to make sure that the Government of Canada is one of their
first customers.

Mr. Dane Lloyd: These companies have approached me.
They're very frustrated because there are so many sole-source con-
tracts—very large contracts—going to these American companies,
and they feel that they don't even have the opportunity to bid.

I recently learned that Shared Services issued a sole-source con-
tract for a service. Global Affairs issued a competitive bid for the
same service, and Global Affairs got the service for 40% cheaper.
Can you address why Global Affairs is getting the same software
that Shared Services Canada is getting for 40% cheaper when they
go with a competitive bid as opposed to a sole-source contract?
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Mr. Paul Glover: Mr. Chair, the member's question is more than
a little vague without specifics, but I can tell you that we use stan-
dard procurement processes. We go to the street to make sure that
our processes are competitive. We use pre-qualified vendors to
make sure that we are getting the best deal possible. We also, on
some of our larger deals, engage some of the specialists—the Gart-
ners of this world, the Lloyd's, the Accentures—who are experts at
ensuring value for money to make sure that, when we go toe to toe
with negotiating some of these big contracts, we get the best advice
possible.

With specifics, I would be more than happy to follow up and re-
spond in writing.

Mr. Dane Lloyd: Okay. Thank you.

I'm going to change tack here a bit and follow up on the quantum
security questions that I was asking the minister.

We know that quantum computing poses a huge potential risk to
our security systems and our encryption systems, and I'm hoping
that maybe our civil servants can provide a little more clarity on
this. What is being done by the government to address the threat of
quantum computing?

Mr. Paul Glover: Mr. Chair, I'll start and maybe ask Marc
Brouillard, our CIO, to also answer.

At Shared Services, we do have what we call a future-looking se-
ries of programs where we are assessing technologies that are in
their infancy. I would say that quantum is not in what I'd call its in-
fancy. It is maturing quickly. We have experts in this domain. They
are working with some of the larger Canadian companies that are
active in this space. We also work with academia—some of the
leading researchers in universities across this country—to under-
stand technology—

Mr. Dane Lloyd: Can you tell us what the threats are to
Canada's...? Can you illustrate that to the committee?

Mr. Paul Glover: Quantum generally.... The short answer is that
it has the ability, both through brute force and because of the states
in which it's able to assess things, to render current encryption tech-
nologies pretty much obsolete when they get that figured out. That's
what the literature suggests, and that's why we have the program—

Mr. Dane Lloyd: How will that impact government operations if
we're not prepared for that?

Mr. Paul Glover: Well, we'll have to be prepared. That's the
short answer. There is no not preparing for that.

Mr. Dane Lloyd: Give us an example of what would happen if
we weren't prepared, please.

Mr. Paul Glover: In all sincerity, Mr. Chair, with respect to the
member's question, if encryption gets compromised, then you can't
communicate, or we would have to assume that all of our commu-
nications are accessible. That's why we monitor the technology and
the developments, and we will make sure that we are ready.

® (1645)
The Chair: Thank you, Mr. Glover and Mr. Lloyd.

We will now go to Mr. Drouin for six minutes.

Mr. Francis Drouin (Glengarry—Prescott—Russell, Lib.):
Thank you, Mr. Chair.

I want to tell this committee that I, too, have been hearing a lot
from industry.

Mr. Glover, I do want to touch on Gartner. I know that when
Gartner talks about network infrastructure, it says that the infras-
tructure and operation leaders “should never rely on a single vendor
for the architecture and products of their network, as it can lead to
vendor lock-in, higher acquisition costs and technical constraints
that limit agility. They should segment their network into logical
blocks and evaluate multiple vendors for each.” The blocks are de-
fined as data centering, LAN and WAN.

I'm just wondering, within all these blocks, is Shared Services
comfortable that it's operating in a multivendor environment, as
Gartner would probably advise the Government of Canada?

Mr. Paul Glover: The short answer is, sort of. I apologize for
that vagary. Gartner is correct. That is the strategy, but we're not
there yet. We are working towards that. We inherited numerous de-
partmental networks that were non-standardized and were all be-
having somewhat differently. Part of that enterprise approach is to
simplify, to standardize and to move—and this goes to the previous
question—to zero trust networks with some of the latest state of the
art.... We are working towards what, as the member points out,
Gartner recommends.

That's why I differentiate between when we are fixing legacy and
when we are moving forward. We do want to make sure that we are
not ever dependent on solely one vendor. We have more than one
mainframe vendor. We have more than one network vendor, etc. We
will continue to make sure that we do that as we move forward, but
I have to confess that we're not there yet. There is more work to do
because of the legacy that we inherited.

Mr. Francis Drouin: Those legacy systems would have been in-
herited, I can safely say, August 4, 2011, nine years ago, through
the order in council.

Mr. Paul Glover: That's correct.

Mr. Francis Drouin: Do the life cycles for these technologies
date from five to seven years, or are they longer than that?

Mr. Paul Glover: There are two parts to that. There is what I
call “iron gear”, which can run quite well for many, many years.
Then there are things like switches that are a little bit more active
and disk arrays that are more likely to break. There are different
classes of hardware. They all have a different lifespan and expecta-
tion there. In addition to that, the software is accelerating even
more quickly, rendering some perfectly reasonable hardware no
longer viable because it can't keep up with the processing speeds
and requirements.

I don't mean to complicate the answer, but it is variable.

Mr. Francis Drouin: I'd love to go back to where you said
you're not quite there yet and you're trying to move forward. |
would ask about the status now. Are we...? For instance, if I tell my
wife I'm a vegetarian but I eat vegetables only once per month, she
would kind of challenge me on that.
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Without naming any vendors, are we at 50-50 capacity, or 60-40
capacity, or are we at almost 100%? What is the strategy for Shared
Services Canada, if we would be close to 100%, to reduce that so
we can manage the risk and make sure we get at least two OEMs
per network block, as Gartner is suggesting?

Mr. Paul Glover: Mr. Chair, I'm looking at my notes for the
numbers.

I would suggest that today it is probably somewhere around
70-30 in terms of the split the member is asking for. I would also
say that, moving forward, we are committed that any new...is open
and competitive.

In saying that, we are also saying that it must be interoperable.
When you run a network the size that we operate, it is important
that all of the pieces talk to one another smoothly and efficiently.
That is something the industry is getting better at. It will be easier
for us to be more agnostic about who the vendor is, moving for-
ward, and it doesn't matter what the gear is. They don't put in up-
dates that work with only their stuff and complicate that.

Interoperability will be a key requirement even in a multivendor
environment, moving forward. There are technologies to make that
happen. We are introducing those quite rapidly.

® (1650)

Mr. Francis Drouin: Obviously, you have to deal with procure-
ment. How are we trying to make sure we get the market leaders in
terms of building that new network infrastructure and minimize that
risk? Are we asking industry how we can do this, or are we just do-
ing the same old same old?

Mr. Paul Glover: There are three parts. First, we look to those
who we think are world class and leading. I regularly have touch-
points, as I call them, with industry leaders to obtain their advice on
what they're doing and how they're doing.

Second, you referenced Gartner. They are a wonderful research
firm. They put the players into quadrants. There are the well-estab-
lished market leaders, but we also look at the new and up-and-com-
ing companies, who may not be in what Gartner calls the golden
quadrant, the perfect one, to see if there are new and emerging tech-
nologies that we should be aware of and experimenting with, be-
cause they will eventually be in that preferred quadrant, moving
forward. We are taking those steps as it moves forward.

Finally, our approach to procurement is different. We are going
out with, “This is the problem. Tell us what the best solution is.” In
the past, we would have gone out with, “Here's the problem. This is
how we want it solved.” That meant we were far less open to new
technologies and new approaches. It gets back to creating more
space for some of the Canadian small and medium-sized enterprises
and new and developing start-ups to be able to interact with us.

Mr. Francis Drouin: Perhaps I could make one more recom-
mendation. There's an issue with equivalency clauses in some of
these RFPs. We're hearing lots about that. If we're trying to be open
and transparent in procurement and trying to minimize that risk, I
would say have a great look at the equivalency clause. I know it's
causing a lot of issues within the industry.

Thank you.

The Chair: Thank you, Mr. Drouin.

Ms. Vignola, you have six minutes.
[Translation]

Mrs. Julie Vignola: Thank you very much.

The departmental plan indicates that you have many outdated
systems. We've been talking about this for a while now.

Are any departments particularly bearing the brunt of these obso-
lete systems? If yes, which ones?

Are they open to replacing these systems or do you see any ob-
stacles?

Mr. Marc Brouillard: Thank you for the question.

Indeed, some departments have technologies that are much more
at risk. As you can imagine, they are the departments with the
largest and oldest infrastructures, such as Employment and Social
Development Canada and the Canada Revenue Agency. These are
large-scale departments that have had huge operational systems in
place for decades.

In recent budgets, funds have been allocated specifically to mod-
ernize these systems. We're working closely with the departments
to support the transformation, which is very complex. It's not
enough to just replace one part. It's always about making sure that
the integration continues to work, among other things.

Mrs. Julie Vignola: Thank you.

We're setting up voice over Internet systems right now. At one of
my former school boards, I saw how complex it can be to set up
systems like that and standardize them across a network. So I know
that it won't get done overnight.

Be that as it may, which companies specifically have you ap-
proached to set up these voice over Internet networks?

Mr. Marc Brouillard: I will ask Mr. Glover to answer that ques-
tion. In particular, he will be able to tell you about the collaborative
tools we have introduced, and how we've greatly accelerated their
implementation over the past few months.

[English]

Mr. Paul Glover: Thank you, Mr. Chair, for the member's ques-
tion.

We will be happy to reply in writing with the fullest number of
qualified vendors we are using. We take a number of approaches,
from what we call “workload migration factories” to some procure-
ment vehicles for new, off-the-shelf tools that departments can use
to provide that.

Ultimately, when it comes to voice, as you were expounding,
voice over Internet, VoIP, we are working with companies like
Telus and Bell for the technologies that they have. We will provide
you a full list in writing.

® (1655)
[Translation]

Mrs. Julie Vignola: Thank you.
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With respect to the organizational tools for IT service manage-
ment, exactly which ones are currently being used?

Which departments use them, in particular?
[English]

Mr. Paul Glover: Thank you, Mr. Chair, for the member's ques-
tions.

In response, we are in the process of rolling out a new ITSM tool
that we hope will be the enterprise tool for service management,
service desk. Again, there is a plethora of different systems in dif-
ferent departments. Rather than attempting to take time with the list
of all the different systems in all the departments, we'll come back
with the enterprise tool we are rolling out and the list by depart-
ment.

[Translation)

Mrs. Julie Vignola: Will we have one organizational tool for all
departments or one tool per department, as is currently the case?

Will we have some consistency at some point in time?

Listening to you, I have the impression that the lack of consisten-
cy is making the modernization process more complex. Will these
tools be more uniform?

Mr. Paul Glover: Mr. Chair, I thank the member for her ques-
tion.

I will answer quickly. Yes, we have undertaken an approach. The
goal is to create a standards-based approach.

Mrs. Julie Vignola: When setting up the tools, what are the two
or three main obstacles you encounter?

Mr. Paul Glover: Perhaps Mr. Brouillard can complete my an-
SWer.

In my case, the first obstacle is culture.
[English]

It's that fear of change that I think we see. People like what they
have and they prefer that we just continue to allow them to do that.
I often speak in analogies. There's too much customization. Every-
body gets a custom suit, rather than being willing to go in and buy
one off the rack that mostly fits. They're attached to their custom
suits. We have to break that culture down.

For us to work, we want to work at speed at scale. That requires
standardization. That requires departments to let go a little bit. It al-
so requires us to actually make it work. Our track record in the past
hasn't been the best. We've had some significant challenges, but I
think we've shown through the pandemic and others that by simpli-
fying, by standardizing, we can move at speed at scale, and there
are real benefits.

I do feel that we are breaking down the cultural resistance.
The Chair: Thank you, Mr. Glover.

Thank you, Ms. Vignola.

We will now go to Mr. Green, for six minutes.
Mr. Matthew Green: Thank you very much, Mr. Chair.

I'm hearing some conflicting lines of questioning that I would
like to get clarity on.

Earlier, Mr. Lloyd suggested that there were sole-source procure-
ments that were happening. You had asked for specificity, so I'll
just put to you the question. How many sole-source contracts have
you utilized for the transition to this modernization through your
department, Mr. Glover?

Mr. Paul Glover: Thank you.

Mr. Chair, the answer for modernization would be zero. We
would—

Mr. Matthew Green: Broadly, because 1 don't want to get
caught in the semantics, how often does your department use sole-
source procurement?

Mr. Paul Glover: When it is an operational requirement because
of urgency, a break fix, and we have to go in and replace like for
like...and even then, oftentimes we will try to compete that amongst
pre-qualified vendors.

We know that's happening because we have a history and so
much gear. For example, I know everybody is talking about a par-
ticular network vendor, Cisco. We have a lot of their equipment.
People would like us to open that up. Moving forward, we will.
That's the member's question about equivalency and the problem
there. When a piece of Cisco gear breaks and we aren't on one of
the new, modern networks, we have to make sure that we can plug
in something that works. We had a network outage for 35 minutes
this week. A lot of people were very upset with that. We don't have
time.

Mr. Matthew Green: That will suffice. I do appreciate it. I
know the anecdotal stuff. It definitely bodes well, but I'm on a six-
minute round.

1 was really excited.... I will share with you that as a critic for na-
tional revenue I put to the minister responsible the dire need to au-
tomate tax returns. Much to my joy and pleasure, it's been taken up
by this government. Of course, we heard the minister talk about
this.

What's the timeline to allow folks who are on a fixed income,
who have predictable tax returns, to have that system in place
where they can access and not be interrupted in their other
OAS/GIS supports?

® (1700)

Mr. Marc Brouillard: As you know, the planning for that has
just begun. I think it's a little premature to provide any time esti-
mates. But what I will say is that it's being actively looked at and
that planning for where that can go is ongoing.

Mr. Matthew Green: So there's no end in sight. It's just an an-
nouncement. It's very early stages. There's no idea, based on other
projects, what it might take to transfer that over.
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Mr. Marc Brouillard: No. One of the things we want to make
sure of is that we're using the opportunity to do research-based, us-
er-centric design to fully understand what is required to meet the
needs of those users. There was work that was done up to last
March between the Canadian Digital Service and the CRA to start
looking at how that can help support Canadians who need this ser-
vice.

Mr. Matthew Green: I'll put to you that if you don't file your
taxes, CRA knows or at least estimates to the cent, to the dollar
amount, how much you owe. Maybe that's an oversimplification,
but it seems there are avenues through which that can be expedited.
I want to just go on the record to say that I hope that that's a priority
within your department. If there need to be extra resources to do
that, I think that particularly in these uncertain times, it would be
key.

One of the other issues that I had is the issue of access to infor-
mation. I myself have put in requests for documents, to be told,
maybe anecdotally as well, that they could be in a dusty accoun-
tant's box in a basement somewhere in paper form.

I'm wondering, through you, Mr. Chair.... We heard about the
forward-facing programs for modernization. How long will it take
for us to get the past information digitized so that when people put
information requests that are retroactive, they can get that in a time-
ly manner?

Mr. Paul Glover: Maybe I'll start and then turn it over to Marc.

I would just like to say, as a deputy head for Shared Services,
that we never stopped with ATIP. We understand the importance of
it, the nature of our work and the procurement that we are doing,
and that there would be interest. We never stopped with ATIP
through the pandemic.

Mr. Matthew Green: I'm just not sure if that's a place that's go-
ing to get a lot of attention. For those departments that might be in
a position where they are under a little bit more scrutiny, it seems
like their response to ATIPs is painfully slow, non-uniform and in
some points, I would suggest, obstructive.

I'm wondering, when we're talking about service standards, how
is it that the Minister of Digital Government and her staff, your-
selves included, are going to ensure that there is a service standard-
level approach to all ATIPs across all departments?

Mr. Marc Brouillard: There are service standards in expecta-
tions of responding to ATIPs. As was said earlier, during the pan-
demic there were challenges, especially as business continuity
plans were invoked in departments and employees could no longer
access the networks.

There are three primary issues related to that. The first is that
ability to connect remotely from home. That has largely been ad-
dressed by Shared Services Canada. There still remain departments
that rely heavily on paper-based records. Even if they are able to
connect to the network from home, they can't access the paper-
based.... As well, there is the sensitive and classified information
that is on secure networks.

There are still capability requirements for being able to physical-
ly access buildings to be able to produce some of those ATIP re-

quests, causing natural challenges and concerns for health and safe-
ty.

As of October 26, of the 131 institutions that responded to our
questionnaires, 30 institutions say that they're at full capacity to re-
spond to requests, and 101 institutions are at reduced capacity.
None are at zero capacity. All departments have reported that they
are processing ATIP requests on a best-effort basis.

Mr. Matthew Green: Here's hoping I get mine at the end of the
week.

Thank you.
The Chair: Thank you, Mr. Green.

Thank you, Mr. Brouillard.

We have a little bit of committee business that we have to do at
the end of this meeting. We're going to reduce this next round to
three minutes for the first two, one and a half minutes for the next
two, and then three minutes for the final two.

We will go with three minutes for Mr. McCauley.
® (1705)

Mr. Kelly McCauley (Edmonton West, CPC): Thank you,
Chair, and thank you, gentlemen.

How much IT equipment and software is purchased for the
whole of government through Shared Services? I think it used to be
all, but over the years I think there have been some adjustments to
that. Would you be able to let me know?

Mr. Paul Glover: Thank you, Mr. Chair, for the member's ques-
tion. The short answer is that we would have to follow up in writ-
ing.

Mr. Kelly McCauley: Can you ballpark it?

Mr. Paul Glover: I would say it's the vast majority—maybe
80%. There is some software as a service—

Mr. Kelly McCauley: What I'm getting at is just the security.
How do we ensure that the equipment coming in is secure?

I know it's in your departmental plan for collaborating with TBS,
the Centre for Cyber Security and CSE to maximize security, but
how are we ensuring the security for those 20% outside of purchas-
ing through Shared Services?

Mr. Paul Glover: I apologize, Mr. Chair. I misinterpreted the
member's question.

Mr. Kelly McCauley: Okay.

Mr. Paul Glover: I interpreted systems to also include software.
When it comes to hardware and any of the hardware that gets
plugged into the data centre and into our network—

Mr. Kelly McCauley: Software, as well, though, besides buying
Windows 7 or something....
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Mr. Paul Glover: No, Windows would not be allowed. Those
are the kinds of things we do. We purchase any of the stuff that's
critical to infrastructure. Then, we are able to monitor and see the
software that runs on that. While we don't purchase it, we have to
look at it to make sure it's properly configured and understand its
load on the network and, therefore, we are able to assess its securi-
ty.

Mr. Kelly McCauley: Thanks.

How do we ensure that's actually getting done? The reason I
bring this up is that we were looking at the Nuctech issue where
Global Affairs and PSPC both kind of shrugged and said that there
isn't a box to tick that it could be a security issue and therefore it's
not a security issue. No one checked with anyone because it didn't
ask them to check a box on whether it was a security issue.

How are you preventing another department from not inquiring,
or bringing something in because they don't know enough to ask, or
if they're just ticking a box?

Mr. Paul Glover: I'll start, Mr. Chair. Marc, you could help.

The short answer is that within Shared Services it is a box to tick.
Security is paramount to what we do. It's part of how we patch.

The second is the monitoring we do of any software. They're not
allowed. They don't have what we would call “administrative
rights” to install some of that critical stuff. The access to the data
centres is physically limited. The short answer is that we have the
keys and they don't.

On cloud, we are setting that up to set up parameters that will
limit what they are able to do. They can transact what they need in
order to do the development to build the applications without com-
promising the security posture.

Mr. Kelly McCauley: Perhaps the best efforts of another depart-
ment would be blocked by you.

Thanks.

The Chair: Thank you, Mr. McCauley.

Mr. Kelly McCauley: Thanks, Mr. Chair.

The Chair: Now we'll go to Mr. Kusmierczyk for three minutes.

Mr. Irek Kusmierczyk (Windsor—Tecumseh, Lib.): Thank
you, Mr. Chair.

I have a question for Mr. Glover.

I want to pick up on my colleague's line of questioning, which I
found really interesting, about the threat of quantum computing.

In 2018, this government, our federal government, invested
about $15 million in the Institute for Quantum Computing in Wa-
terloo. Last year, this government invested an additional $41 mil-
lion in the Quantum Valley Ideas Lab. This year it invested an addi-
tional $7.2 million in numerous tech companies, including ISARA
Corporation, which is a quantum-safe security company. The goal
here it to help turn Waterloo into the world's quantum valley.

Can you comment on whether this is a smart strategy, to be basi-
cally partnering with and making investments in quantum research,
Canadian quantum research institutes and Canadian quantum tech

companies? Is this a smart strategy to protect ourselves from quan-
tum threats, or is this something that really is just a role for Shared
Services to consider?

Mr. Paul Glover: Thank you, Mr. Chair, for the member's ques-
tion, and I will also ask Marc to help me with the response.

I need to be briefer. I apologize to all the members for my ram-
bling.

The short answer is, I believe it is. These are fast-paced tech-
nologies that are developing very rapidly. It would be arrogant for
us to think that we have all the expertise in Shared Services to be
able to do what we need to do.

Furthermore, as was pointed out, if you look at the global move-
ment of large tech companies, if we do not invest in Canadian IP,
that is a challenge for us. I want to be able to do business with
Canadian companies, and that means we need to encourage them to
play on a global field, to think big. We're a big client, so it only
makes sense that we make ourselves available to them to tap into
the IP that they are building and developing. If we don't, we won't
have it, or it will just be bought up.

® (1710)

Mr. Mare Brouillard: I would just add that the quantum shift is
a very complex and multi-faceted endeavour that requires many ar-
eas of research. Paul earlier mentioned Moore's Law. We anticipate
that Moore's Law may reach physical barriers on our current tech-
nologies. Quantum will be the answer to be able to continue in our
thirst for more powerful digital, so it absolutely behooves us to in-
vest in it, both for the protections and for the advantages.

Mr. Irek Kusmierczyk: Gentlemen, I appreciate your answers
to that question so much that I'm actually going to share my time,
because I think we should just leave it at that.

Thank you very much.
The Chair: Thank you, Mr. Kusmierczyk.

You have 11 seconds to share, so consider them shared.
Mr. Kelly McCauley: That's so generous.
The Chair: Thank you.

We will now go for a minute and a half to Ms. Vignola. I think,
Ms. Vignola, you might get five extra seconds.

[Translation]

Mrs. Julie Vignola: Okay.

Earlier, you were talking about the fact that one of the big obsta-
cles you face is fear of change.

Have you tapped into public servants' expertise to find solutions
to this type of issue, that is, fear of change and others that come to
mind?
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If we want public servants to have the reflex to recognize an is-
sue when they see one, rather than have them say, well, if I saw it
then someone else will surely see it too, the best way is to include
them in the solution and work openly with them.

Do you work openly with public servants to resolve the issues
you encounter when rolling out new technologies?

[English]

Mr. Paul Glover: Just briefly in response to the member's ques-
tion, the ITSN tool we're using is from BDM, which is one of the
Gartner magic quadrant companies.

The short answer to the second question is that, yes, we are tap-
ping into all sources. Again, my approach is that we don't have all
the answers. We need to work with people who have done this, and
we try to bring them in so they feel as though they are part of the
solution. It is being done with them, not to them. We strike advisory
committees, for example, on NextGen, with people who have done
pay transformations in other large private sector companies. We
work closely with the unions and with employee groups to help
guide us so that we're learning from those who've done it, and we're
learning from the people who have to do it and who are going to
have to live with it, to make sure it's a user-centric but also an in-
formed approach.

The Chair: Thank you, Ms. Vignola. One minute and 35 sec-
onds goes by very quickly in questions and answers.

Mr. Green, you have one minute and 35 seconds.

Mr. Matthew Green: Thank you very much, Mr. Chair.

Breaking news on Reuters today is that Amazon's web services
are seeing widespread outages. What is the contingency when our
vendors, such as potentially Amazon, crash on a global scale?

Mr. Marc Brouillard: Do you want me to take a crack at that,
Paul?

Mr. Paul Glover: Sure.

Mr. Marc Brouillard: I think part of our resiliency and our dis-
aster recovery is not to be dependent on any single infrastructure or
any single environment. The cloud offers an opportunity like never
before, where it's very easy to stand up a parallel environment on
the Amazon web services in one of our end-state data centres or in
the Azure Cloud environment. Therefore, we would not be vulnera-
ble to any one single point of failure. That's a critical aspect.

Mr. Matthew Green: Given the vulnerabilities, we've heard a
lot about Huawei and 5G and a lot of real hysteria around that,
rightly or wrongly.

My question to you is whether there are any perceived vulnera-
bilities we might have from, say, friendly eyes peeking into our vul-
nerable data, given the back doors that are also in some of the
American companies you've already talked about.

Mr. Marc Brouillard: For all security matters, we have stan-
dards that define the requirements for different levels of protection
of information. On the personal information and operational infor-
mation it is Protected A, B and C, and on the national security side
it's classified secret and top secret. For each one of those catego-
rizations, we specify the minimum requirements.

Even for protected information, information about Canadians, we
require encryption and different controls to make sure no one can
access that data except the right people. Those controls are there for
that reason, and I'm confident in them.

® (1715)
Mr. Matthew Green: I appreciate your answers, thank you.

The Chair: Thank you, Mr. Green, and thank you for the an-
swer.

We will now go to Mr. Paul-Hus.

You have three minutes.

Mr. Dane Lloyd: I think I'll take that tying on for Mr. Paul-Hus.

On the question on quantum computing, there is a significant
number of risks we're seeing. As you said earlier, everything can be
decrypted, and I do recognize that there are some leading compa-
nies in Canada that are working to address these challenges.

On another line of questioning, I was asking the minister about
the threat to the supply chain when we start to distribute the
COVID-19 vaccines. What efforts are being taken to protect the
supply chain to ensure that organized crime or possibly even state
actors are not using malware or ransomware to really seize up our
system and basically hold us for ransom? I see a huge potential
here. It's been raised to me by stakeholders.

Mr. Paul Glover: In response to the previous question, also part
of the strategy is no single points of failure and redundancy.

With respect to this question, I was afraid you were going to ask
that, and I don't want to jinx it. We are very good in this space. We
block literally billions of attacks. We are one of the few govern-
ments that have not been subject to ransomware. We catch them in
the firewall, and we have been able to stop them. I don't want to
jinx it, and I don't want to say we are perfect, but we have some of
the best security postures in terms of how we design the network
and the protection on it. I think our track record speaks for itself.

Mr. Dane Lloyd: I certainly hope so, but that leads me to ask
questions related to the CERB hack that happened on the CRA
website this summer. Why was it that the Government of Canada's
systems weren't capable of preventing people from going into peo-
ple's CRA accounts and applying for CERB, changing their bank-
ing info and basically stealing money from Canadians? Where was
the failure there, and how are we working to address that?

Mr. Paul Glover: Do you want to do that one, Marc?

Mr. Marc Brouillard: One of the large challenges of the creden-
tial stuffing attacks is that they are reusing credentials taken else-
where and impersonating a valid Canadian. From the system's per-
spective, they are going through the system in a normal way; they
aren't going through a back door. There were no compromises.
There was a slight exploitation on the CRA system in the early
phase that was addressed, but since then, all of the patterns were
people impersonating other Canadians.
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We were able to see them because we looked for patterns at the
back end of those behaviours. For example, large amounts of failed
log-ins give us a hint that someone is trying to brute-force the sys-
tem. We don't see that they've broken in, but we do see that there
are signs that they are trying. That allows us to do the forensic re-
search to determine if there were any fraudulent transactions on the
system.

Mr. Dane Lloyd: That's great for—
The Chair: Mr. Lloyd, I'm sorry. That's three minutes.

Mr. MacKinnon, you have three minutes.

[Translation]
Mr. Steven MacKinnon: Thank you, Mr. Chair.

I will go back to what I was saying at the beginning to
Madam Minister.

Clearly, Shared Services Canada has come a long way in terms
of network access, cloud computing, desktop software, data centre
migration, and more.

Mr. Glover, you and your team have done an enormous amount
of work compared to how things were several years ago. In two
minutes, tell us where you are headed now. What are the organiza-
tion's key priorities as you look to the future, especially post—
COVID-19?

Mr. Paul Glover: Thank you for the question and for your kind
words.

I am grateful to you for that.
[English]

For us, moving forward, we have a document. It's available pub-
licly. It's called SSC 3.0. It aligns with the minister's digital vision.
It clearly lays out what we believe were the priorities before
COVID, and it was reaffirmed during COVID. These continue to
be our priorities moving forward.

First, it's what you've talked about and asked me about today. It
is the network. In order to be digital, in order to be connected and
in order to do what we're doing today, we need a good network, and
not a good network but a great network, a commercial great net-
work that functions like a utility.

In order to be digital, public servants and Canadians need to be
able to access this. It's all about the connectivity in the network,
and we need to make sure that we have one of the best, because it is
being stressed each and every day. We have to deal with the legacy
stuff we inherited, fix it, replace it, modernize it and move to sim-
plified, standardized, software-defined zero trust networks moving
forward. That's job one.

Job two is the collaboration tools and things like Microsoft
Teams, Office 365 and Zoom to make sure that public servants
have the tools they need. When we were created eight years ago, it
was about email. It's not about email anymore. It's about Dropbox.
It's about OneDrive. It's about cloud. People interact differently.

If you talk to the younger generation, you'll know that they don't
send emails. They wouldn't know what emails are. We need to

make sure that we give them the tools they need to be able to do
their job. That includes voice-over-Internet. That includes video.

These things are collapsing, and we need to give them the tools
they need. The inspectors who are out walking the field need con-
nectivity. They need access on mobile devices so they can do their
jobs. We need to equip the public service with the tools they need
to serve Canadians.

Finally, with respect, it was said that SSC was all about closing
data centres. No, it's not. We are going to close data centres. We did
a record number last year, and I will keep closing them, but as Marc
said earlier, it's about the health of the applications in there. I don't
want to close a data centre and move crappy applications. We want
to move good applications. It doesn't make any sense to take an old,
outdated application and move it into the cloud. It's still an old, out-
dated application.

We will close data centres. We want to move them to end state,
because that responds to MP Green's question on no single points
of failure and redundancy. Those data centres have redundancy
built into them. If one goes down, it goes to the other. We have to
focus on what the departments do, and that's the health of their ap-
plications moving forward.

Those are the three areas. They served us very well through
COVID. They accelerated what we were doing. We continue to be-
lieve that those are the right things, and we want to do those, as the
minister said, in utilizing an enterprise approach.

No more negotiating with 42 departments. We work with the
OCIO to set standards. We ask for their guidance and direction and
then we do it, and we do it in a way that works. We create a process
for exemptions when the enterprise approach doesn't work; I don't
want to leave anybody with the impression that it's a one-size-fits-
all all the time. As was said, we don't want to be reliant on one ven-
dor for everything, and we know that one solution will not always
work for all departments. We need to start with the common and
then move to exceptions.

® (1720)

The Chair: Thank you, Mr. Glover. I appreciate that.
That ends our rounds of questioning.

I'd like to thank all the witnesses for showing up and appearing
today and answering. We appreciate your coming on. You're wel-
come to sign off at this point in time. Thank you all for returning.

We have a little bit of committee business here to attend to be-
fore we adjourn, so I just ask the committee to bear with us for a
little bit.

Committee, please bear in mind that we are still sitting in a pub-
lic meeting while we're doing this business today, just so that you're
aware of that and remember that as we discuss things.

There are two things that I'd like to cover. One is the vote on the
main estimates, and two is the revised work plan on the COVID-19
pandemic.
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The order of reference for the committee to study the main esti-
mates expires on Friday, November 27, 2020. If the committee
feels it has completed its consideration of the main estimates, then
we can proceed to taking a decision on the votes that were referred
to the committee.

In all, 23 votes in the main estimates for 2020-21 were referred
to the committee. Unless anyone objects, I will seek the unanimous
consent of the committee to group the votes together for a decision.

Is there unanimous consent to proceed in this manner?

Some hon. members: Agreed.
The Chair: Shall all votes referred to the committee in the main
estimates 2020-21 carry?
CANADA POST CORPORATION
Vote 1—Payments to the Corporation for special purposes.......... $22,210,000

(Vote 1 agreed to on division)
CANADA SCHOOL OF PUBLIC SERVICE
Vote 1—Program expenditures.......... $64,350,979

(Vote 1 agreed to on division)
CANADIAN INTERGOVERNMENTAL CONFERENCE SECRETARIAT
Vote 1—Program expenditures.......... $5,531,372

(Vote 1 agreed to on division)

CANADIAN TRANSPORTATION ACCIDENT INVESTIGATION AND
SAFETY BOARD

Vote 1—Program expenditures.......... $30,034,773

(Vote 1 agreed to on division)
DEPARTMENT OF PUBLIC WORKS AND GOVERNMENT SERVICES
Vote 1—Operating expenditures.......... $2,316,072,146
Vote 5—Capital expenditures.......... $1,587,143,543

(Votes 1 and 5 agreed to on division)
NATIONAL CAPITAL COMMISSION

Vote 1—Payments to the Commission for operating expendi-
tures.......... $66,609,096

Vote 5—Payments to the Commission for capital expendi-
tures.......... $23,749,549
(Votes 1 and 5 agreed to on division)
OFFICE OF THE GOVERNOR GENERAL'S SECRETARY
Vote 1—Program expenditures.......... $20,021,968

(Vote 1 agreed to on division)
OFFICE OF THE PARLIAMENTARY BUDGET OFFICER
Vote 1—Program expenditures.......... $6,520,482

(Vote 1 agreed to on division)
OFFICE OF THE PUBLIC SECTOR INTEGRITY COMMISSIONER
Vote 1—Program expenditures.......... $5,045,978

(Vote 1 agreed to on division)
PRIVY COUNCIL OFFICE
Vote 1—Program expenditures.......... $148,367,516

(Vote 1 agreed to on division)
PUBLIC SERVICE COMMISSION
Vote 1—Program expenditures.......... $78,358,024

(Vote 1 agreed to on division)
SENATE
Vote 1—Program expenditures.......... $79,715,174

(Vote 1 agreed to on division)
SHARED SERVICES CANADA
Vote 1—Operating expenditures.......... $1,674,997,553
Vote 5—Capital expenditures.......... $286,370,379

(Votes 1 and 5 agreed to on division)
TREASURY BOARD SECRETARIAT
Vote 1—Program expenditures.......... $254,165,851
Vote 5—Government contingencies.......... $750,000,000
Vote 10—Government-wide Initiatives.......... $31,030,279
Vote 20—Public Service Insurance.......... $2,171,215,724
Vote 25—Operating Budget Carry Forward.......... $1,600,000,000
Vote 30—Paylist Requirements......... $600,000,000
Vote 35—Capital Budget Carry Forward.......... $600,000,000

(Votes 1, 5, 10, 20, 25, 30 and 35 agreed to on division)
The Chair: Shall I report the votes back to the House?
Some hon. members: Agreed.

The Chair: Thank you.

We'll go to the work plan for the committee's study. On Monday
we had a meeting and you wanted to make some changes on the
work plan for the committee's study of the government's response
to the COVID-19 pandemic. The analysts made those changes and
a revised version was distributed to the committee members yester-
day.

Does the committee wish to adopt the revised work plan?
® (1725)

[Translation]

Mr. Pierre Paul-Hus: I would like to speak, Mr. Chair.
[English]

The Chair: Mr. Paul-Hus, go ahead.

[Translation]
Mr. Pierre Paul-Hus: I thank Ms. Deraspe for her work.

I'd like to adjust the meeting blocks to make sure everything is in
order.

First, currently a two-hour meeting is scheduled with the Parlia-
mentary Budget Officer and the Auditor General. We would like to
have two separate meetings.

We would like a separate meeting with the minister, followed by
three meetings with public servants and the directors responsible
for three things: vaccine distribution, personal protective equipment
and the national stockpile. So we should have four meetings.

With respect to meetings with public servants on cybersecurity,
we agree.
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The sixth meeting is about health. Depending on our meeting
with Public Services and Procurement Canada, we will determine
whether to recall the public servants responsible for vaccine distri-
bution and personal protective equipment.

For the other meetings, we can wait until later to see where we
are at.

[English]
The Chair: Thank you, Mr. Paul-Hus.

I'm not seeing any hands up. Mr. Clerk, is there anyone who also
would like to intervene in the discussion?

Before I do that, I would ask the analyst, Raphaélle, if she might
want to comment on anything.

We'll wait for Raphaélle for a bit if there's any other discussion.

The Clerk of the Committee (Mr. Paul Cardegna): Nobody
else in the room has indicated an interest in intervening, Mr. Chair.

The Chair: Thank you.

Raphaélle, do you have anything you might want to add to that?

Ms. Raphaélle Deraspe (Committee Researcher): Yes. Thank
you, Mr. Chair.

The only question I have is whether the committee wants to have
a revised work plan based on Mr. Paul-Hus's suggestions. We can
prepare that and circulate it this week.

The Chair: Thank you for that, Raphaélle. I know that a number
of members in the past have said they'd like to see a paper docu-
ment in front of them. My belief is that people would like to see
another revised version of this before we say yes or no to it. Is that
what I'm seeing? Is everyone okay with that?

Thank you very much, Raphaélle.

The Clerk: I think Mr. Kusmierczyk would like to intervene,
Mr. Chair.

Mr. Irek Kusmierczyk: I'm sorry about that, Mr. Chair.

I'm interested here in the 12th meeting. It was scratched out in
Raphagélle's new version. This is the one where we're hearing from
a number of businesses on e-commerce, software and digital media.
Knowing how incredibly important that's going to be to the way we
conduct our business in government—how we communicate, how
we conduct meetings and whatnot—I'm just wondering if the com-
mittee would be interested in including that as a conversation and
actually listening to private sector companies. Maybe this would
give us a sense of where things may be going and where we might
be able to improve some of the services we offer.

I'm wondering if that might not be something that would be a
valuable discussion. I'm just putting that out there and floating that
idea there. It just seems like a really good opportunity for us to get
a sense of what may be coming down the pike from some of these
companies and some of the experts in that field.

® (1730)

The Chair: Thank you, Mr. Kusmierczyk. Is there any discus-
sion on that?

The Clerk: Mr. Paul-Hus would like to intervene, Mr. Chair.

The Chair: Monsieur Paul-Hus, go ahead.
[Translation]

Mr. Pierre Paul-Hus: Thank you, Mr. Chair.

As I said earlier, the first big block of work has been established.
I'm not against the idea of doing other things.

On the other hand, this motion currently seeks to assess govern-
ment procurement in the event of a pandemic. So the idea of start-
ing to look at other business opportunities is not directly related to
the motion, if I understand my colleague's objective.

[English]
The Clerk: Ms. Vignola would like to intervene, Mr. Chair.
[Translation]

Mrs. Julie Vignola: In the work plan Ms. Deraspe sent us, the
fifth meeting is about cybersecurity. Is it necessary? Since we have
just had one, we would essentially be asking the same questions af-
ter all. We've been focusing a lot on that.

However, the twelfth meeting with e-commerce, software and
digital media experts has been scratched out. It could be very
worthwhile, however, especially in relation to the questions
Mr. Lloyd asked about Canadian companies and their presence in
our government markets.

To sum up, we could scratch out the fifth meeting and keep the
twelfth. Would you agree?

[English]

The Chair: Mr. Clerk, it looks like you have somebody who
wants to ask a question.

The Clerk: Mr. McCauley and Mr. Drouin, in that order, have
indicated an interest in speaking, Mr. Chair.

The Chair: Thank you.

Mr. McCauley.

Mr. Kelly McCauley: I'm going to half-agree with Ms. Vignola.
Let's get rid of the fifth meeting, and then for the 12th meeting, Mr.
Kusmierczyk has good points. It looks interesting, but I think it's
probably better for INDU to look at it, rather than us, especially if
we're looking at government procurement around COVID and such
things.

The Chair: Thank you, Mr. McCauley.

Mr. Drouin.

Mr. Francis Drouin: Mr. Chair, I'll have to disagree with my
colleagues on the 12th one. I think it was just labelled wrong.



November 25, 2020

0GGO-09 21

We are studying procurement, and I think there are valid ques-
tions our committee can ask on how they modernized their procure-
ment practices and reached out to potential consumers in a
COVID-19 world, so I'll stand firm. I want to see those witnesses
appear before our committee. It does relate to procurement of
Canada if there are lessons learned from them that we can apply to
our procurement practices within PSPC or with SSC, whichever
one you choose.

The Chair: Thank you, Mr. Drouin.

Mr. Matthew Green: Perhaps, Mr. Chair, Mr. Lloyd's small
businesses can come and provide testimony on the electronic pro-
curement issues that were raised there.

The Chair: Is there any further discussion?
[Translation]

Mr. Pierre Paul-Hus: Mr. Chair, my colleague Mrs. Vignola, of
the Bloc Québécois, brought up the cybersecurity issue. We spoke a
bit about it with the minister earlier, but it wasn't as part of a study
specifically on the response to COVID-19.

Cybersecurity is not just about computer systems. It's about tak-
ing a broader look at what happened in Canada during the pandem-
ic in terms of cybersecurity with experts in the field whom we
should invite to answer our questions. The minister will not be able
to answer our questions on this, based on what we saw earlier.

Regarding the last point, again, it would be worthwhile to have
companies come and explain their best practices, but what we want
to know right now is what the government did not do well in man-
aging pandemic. If we want to improve things, we can consult these
individuals later, but I don't think we're looking for best practices
right now. Instead, we're trying to find out what was done wrong
and what needs to be improved, obviously.

® (1735)
Mr. Francis Drouin: If that's what you want to focus on,
Mr. Paul-Hus, I remind you that the pandemic is not yet over. So

could you wait until it is over before we look at what was done
wrong?

We have come down a peg or two, and we ask that you do the
same with respect to these witnesses.

Mr. Pierre Paul-Hus: Okay, if you want to start getting offend-
ed, we can do that. I'm good at that.

However, we are trying to keep calm and come up with a game
plan so that Ms. Deraspe can finish her work. We can leave your
part in, I have no problem with that. We will see what we can do in
three or four months when we get there.

[English]

The Chair: Mr. Weiler.

Mr. Patrick Weiler: Thank you, Mr. Chair.

I just want to suggest one more witness for the eighth meeting,
and that's a company called AbCellera. It just had a COVID-19
therapy that was approved by PHAC and there's been an order of

26,000 of their therapies. I think that would be a really interesting
addition to have in that eighth meeting.

The Chair: Thank you, Mr. Weiler.

Mr. McCauley.

Mr. Kelly McCauley: I'm sorry, I couldn't help but blurt out and
laugh at your comment, Mr. Drouin. It seems the exact opposite of
what your health minister and everyone else is saying, that now is
not the time to review things. If we want to leave that in and keep it
open to the idea of adjusting it as we get further.... Meeting 12
could very well be in February or March because another round of
the estimates will be coming out. Are you open to maybe keeping it
open to adjusting it as we go?

Are you fair with that, Mr. Drouin?
The Chair: Mr. Drouin.

Mr. Francis Drouin: If you look at the list of witnesses, we can
all go back and redo the list and work on a pro-rated system such as
we usually work on.

Mr. Kelly McCauley: I'm just saying that it's the 12th meeting
and it's so far down the road. It seems to be the only real con-
tentious meeting. Do you want to take a look at it a bit further down
if it's still relevant?

Mr. Francis Drouin: Yes, absolutely.

Mr. Kelly McCauley: Are you open to change or adjusting,
adding witnesses or deleting, further down?

Mr. Francis Drouin: Sure, we can do that, but I'm not naive
enough not to know that in terms of what happens in three months
you guys might have something else to talk about.

Mr. Kelly McCauley: We could be in a spring election as well.
Mr. Francis Drouin: That's entirely up to you, Mr. McCauley.

Mr. Kelly McCauley: I think it's up to someone with a beard on
your side.

Mr. Francis Drouin: If we're going to be getting into arguments
like this then—

Mr. Kelly McCauley: I'm just saying that otherwise we could be
sitting here all day going back and forth, and I don't know if that's a
valuable use of all of our time, especially when that could be,
again, three or four months down the road.

Mr. Francis Drouin: Right. If we're going to get into the argu-
ments, I'm saying that we'll throw all of these witnesses out and
start over again and then work our way through, as we did the last
time, and make sure you guys get an equal number of witnesses
based on a pro-rated system like the one we work with in other
committees. I don't want to go down that road, but you guys are re-
sisting that 12th meeting and most of those are our witnesses. We'll
have to go back and check.

Mr. Kelly McCauley: That's just a coincidence.

Mr. Francis Drouin: Yes, I'm sure it is.

The Chair: Thank you.

We're going back and forth, and that could go on all night.

I appreciate your comments.
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Raphaglle, did you have a comment?

The Clerk: Mr. Chair, if I may, Madame Vignola had indicated
an interest in speaking as well. Thank you.

The Chair: I'm sorry.

Madame Vignola, would you go first, and then we'll have
Raphaélle after that?

Thank you.

[Translation]
Mrs. Julie Vignola: Thank you.

In raising the issue of the twelfth meeting, I feel like I've opened
a Pandora's box full of discussions.

Having said that, I like to play devil's advocate. We could plan
the next four meetings with witnesses, which would take us to Jan-
uary 4 or 5, it doesn't matter. In January, for the rest of the study,
we could wait and see what we come across further down the line.

As Mr. Drouin said, and as we all know, anything can happen at
our table at any moment. I think it would be a good idea to meet
halfway, that is, plan the next four or five meetings on this topic
and then keep the other meetings open. That way, everyone would
get along and work in harmony.

® (1740)
[English]
The Chair: Thank you, Madame Vignola. That sounds like a

great idea, and I think it's one that hopefully the committee will
consider as we go forward.

Mr. Matthew Green: Mr. Chair, I just want to go on the record
right now as a point of privilege to state how proud I am that our
friend from the Bloc is working so hard and so diligently to bring
our federation together across all party lines. I hope that goes into
Hansard. Thank you.

The Chair: Thank you, Mr. Green.

Mr. Kelly McCauley: You crack me up, Matthew.

The Chair: Raphaélle, go ahead.

Ms. Raphaélle Deraspe: Thank you, Mr. Chair.

I have two things. Can Mr. Weiler just repeat the name of the
company he would like added to meeting number eight? I did not
catch it, unfortunately.

Mr. Patrick Weiler: The company is called AbCellera.
Ms. Raphaélle Deraspe: Thank you.
The second point I have, Mr. Chair, is that I suggest putting back

meeting 12 as tentative, based on Madame Vignola's comment, and
then the committee can reassess that later on this winter.

The Chair: Thank you very much, Raphaélle.

I personally like Madame Vignola's idea, but it's your decision as
to whether we go that route. I think planning four to six and then
adjusting as time goes by...as Raphaélle said, adding number 12
back to the end of the list, which could be set up and then submitted
to everybody in a very timely manner.

Do I see consensus on that?

The Clerk: I think Mr. Drouin would like to intervene, Mr.
Chair.

Mr. Francis Drouin: Mr. Chair, I'll just make one point. As long
as the witnesses and the panels reflect what we as parties have sug-
gested.... Again, I want to make sure that the CPC witnesses are
represented, but also ours, the Bloc's and the NDP's. I think it's a
matter of fairness for everybody on this committee.

The Chair: Thank you, Mr. Drouin.

1 believe that the analysts and the clerk have recognized that fact
and will continue to recognize that aspect as they design the study
as we go forward. Thank you for those comments.

Is there any further discussion?

Seeing none, [—

The Clerk: Mr. Chair, I don't mean to delay this any longer. 1
just want to make sure that the analysts and I are clear on the next
steps. There had been discussion of approving the first four to five
meetings, but then also discussion of creating a new work plan.

Perhaps this is just me. I want to understand what exactly the
committee wants the analysts to produce.

The Chair: I believe what they're looking for is the four to six
meetings that we've already talked about, that Raphaélle has put
forward, with the adjustments from Mr. Paul-Hus. It would be to
start moving forward on those and then adjusting as we go after that
point.

With that said, I believe the analysts would put that together on
paper, which we would also give to the committee members so that
they could have a quick look to make certain they're comfortable
with it along those lines.

The Clerk: Okay. The analysts will produce a third version of
the work plan, but we can start moving forward on the first four or
five meetings that are planned on it.

The Chair: That is what I've been led to believe, but to make
certain, is that everything that the committee is comfortable with?

Do we have a thumbs-up?
[Translation]
Mr. Pierre Paul-Hus: Mr. Chair, I would like to speak.
[English]
The Clerk: Mr. Paul-Hus would like to intervene.
® (1745)
[Translation]

Mr. Pierre Paul-Hus: Thank you, Mr. Clerk.

With respect to the adjustments to the plan that I proposed, we
had a consensus. We said it wasn't necessary to redo the document
in hopes of getting final approval. We have already approved what I
proposed, with a consensus. So, based on that discussion, we can
establish the final work plan.

The Clerk: Thank you.



November 25, 2020 0OGGO-09 23

[English] With that, I will call the meeting adjourned and I will drop my

The Chair: Okay, is everyone comfortable with that? I see hockey puck.

thumbs-up.
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