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® (1630)
[English]

The Chair (Mr. Lloyd Longfield (Guelph, Lib.)): I call the
meeting to order.

Thank you, everyone, for being here—especially our witnesses.

Welcome to meeting 66 of the Standing Committee on Science
and Research.

Today's meeting is taking place in a hybrid format, pursuant to
the Standing Orders. Members are attending in person in the room
and also remotely on Zoom.

I would like to make a few comments for the benefit of the wit-
nesses and members.

Please wait until I recognize you by name before speaking. For
those participating by video conference, click on the microphone
icon to activate your mike, and when speaking, please speak slowly
and clearly.

When you're not speaking in the room or on Zoom, your micro-
phone should be turned off or on mute, and for the benefit of the
interpreters, please keep your earpieces away from the microphone,
because that can cause injury through feedback, and we certainly
don't want to do that. We want to make sure our interpreters are as
healthy as they were when they came here.

I remind you that all comments should be addressed through the
chair.

Pursuant to Standing Order 108(3)(i) and the motion adopted by
the committee on Tuesday, June 6, 2023, the committee resumes its
study on the use of federal government research and development
grants, funds and contributions by Canadian universities and re-
search institutions in partnerships with entities connected to the
People's Republic of China.

It's now my pleasure to welcome, from the Canadian Security
and Intelligence Service, David Vigneault, the director of CSIS, and
Nicole Giles, senior assistant deputy minister, policy and strategic
partnerships. Welcome back.

From the Department of Public Safety and Emergency Prepared-
ness, we have Shawn Tupper, deputy minister, and Sébastien
Aubertin-Giguere, associate assistant deputy minister, national and
cyber security. You're in a supporting role for Director Vigneault.

Director Vigneault, you have six minutes for your opening re-
marks, after which we will proceed to our rounds of questioning.

The floor is yours for six minutes, please.
[Translation]

Mr. David Vigneault (Director, Canadian Security Intelli-
gence Service): Thank you very much, Mr. Chair.

Members of the committee, good afternoon.

It is an honour to join you today and to have the opportunity to
contribute to your important discussion on the use of federal funds
in partnerships with entities connected to the People's Republic of
China.

My goal today is to supplement the testimony given by my col-
league a few weeks ago on what we do at the Canadian Security In-
telligence Service, or CSIS, to ensure the security of Canada's re-
search against foreign threats in Canada.

[English]

As this committee is well aware, academia and the research sec-
tor are often targeted by foreign threat actors seeking to advance
their interests at our expense.

This can take many forms, from covertly influencing research
agendas or peer review processes to engaging in funding arrange-
ments in which details about the source of funds are deliberately
obscured or misrepresented. Through perceived partnerships and
collaborations, vital research and novel intellectual property is
stolen. The PRC is by far the greatest perpetrator of these activities.

These examples evidence an evolution of the threat landscape, as
they starkly differ from historical attempts at foreign interference,
which would exclusively target government officials and institu-
tions.

With private industry and research now holding valuable intel-
lectual property and potential for economic prosperity, threat actors
have shifted to include non-government targets in their foreign in-
terference campaigns.

I recently reflected on how we are working collaboratively with
universities during a panel discussion at Stanford University, where
I recalled my first meeting with universities five years ago.
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Going into that first meeting, there was discomfort on openly en-
gaging with CSIS, but we have come a long way from these first
meetings, as after continued and genuine engagement, these institu-
tions now proactively reach out to the service for ways to work to-
gether to protect research security and to counter foreign interfer-
ence threats, demonstrating the evolution of our relationship.

CSIS is committed to maintaining these strong lines of commu-
nication for the benefit of our partners and Canadian national secu-
rity interests.

[Translation]

In 2022 alone, CSIS conducted 113 stakeholder engagement ac-
tivities and met with representatives of academia, community orga-
nizations, civil society, advocacy associations, research and innova-
tion institutes and Indigenous leaders, as well as representatives of
provincial and municipal governments. CSIS has also presented at a
number of academic conferences, and has held various in-person
briefings and workshops on university campuses.

These relationships have proven critical to building national se-
curity literacy and resiliency in the increasingly complex threat
landscape that we are facing here in Canada. CSIS provides non-se-
cret security briefings and mitigation strategies to university offi-
cials and faculty on the threat environment, and research institu-
tions share their concerns, which inform our strategies to counter
threats.

. I am confident that the strength of these relationships will be
our best defence against the aggressive and coercive attempts at
foreign interference that we are seeing today, and that we will un-
doubtedly continue to see in the future.

® (1635)
[English]

Unfortunately, this activity only grows in sophistication as states
seek to exploit Canada's open and collaborative research ecosystem
for their own interests, to the detriment of Canada's.

Needless to say, as state actors become more sophisticated, these
threats become harder to counter. It is therefore imperative that
Canadians work together. This effort begins with informed and
trusted discussions among communities, academia, business and
governments at all levels.

In order to remain a committed partner in this effort, CSIS will
continue to leverage its authorities under the CSIS Act to investi-
gate, provide advice to the government and, where appropriate, take
measures to reduce these threats.

CSIS will also continue to invest in significant efforts in building
relationships with individuals, communities and institutions to es-
tablish and sustain trust and to offer support and partnership in pro-
tecting Canada's national security and future prosperity.

I will conclude by noting that in order to protect the safety and
security of Canadians, I cannot publicly comment on operational
matters and requirements. Nonetheless, I would welcome this op-
portunity to have a frank and open discussion and to try to elucidate
any of the questions you may have with my colleagues present
here.

[Translation]

Thank you.
[English]

The Chair: Thank you, Director Vigneault, for coming, espe-
cially given the circumstances we're facing today. It's great to have
you here.

I hope we can get full rounds of questions in on this, because
we've all been very anxiously waiting for you to come here.

We will move over to Mr. Tochor for the first six minutes, please.

Mr. Corey Tochor (Saskatoon—University, CPC): Thank you,
Director Vigneault.

On Monday I asked Minister Champagne if he agreed with the
expert witnesses we heard at this committee who said that since
2017 the PRC's activities in the sector have come to represent an
existential threat to Canada, but the minister, unfortunately, would
not accept this position. Do you view the PRC's activities as an ex-
istential threat to Canada, yes or no?

Mr. David Vigneault: The role of CSIS is to advise government
on threats to national security. We look at all vectors of how these
threats can manifest themselves. We have been more open publicly,
specifically about the PRC's activities, but also about other threat
actors in terms of the impact on our sovereignty and our security
and future prosperity.

From that point of view, I think the People's Republic of China
has been very clear in their intent, and their actions have demon-
strated the level of their capability to be a threat to our national se-
curity as well. I would say that indeed the PRC is one actor that
represents a threat to the country.

Mr. Corey Tochor: By definition, then, would that be a threat or
an existential threat?

Mr. David Vigneault: Mr. Chair, I understand the member's
question. In my position I don't make the distinction between a
threat or an existential threat. I have said publicly, and I repeat it
here, that the PRC, in the context of a threat to our economic secu-
rity and research security, is by far the most sophisticated actor that
we're dealing with.

Mr. Corey Tochor: Mr. Vigneault, that's deeply troubling.
You've recently made unprecedented appearances, along with other
Five Eyes allies, that have been characterized by the media as “be-
cause they're alarmed by China which they say is the greatest espi-
onage threat democracy has ever faced”. Those were your words or
your signature on a Five Eyes document—if I'm speaking correctly
on that—specifically referring to the theft of our technology and se-
crets.

If you're willing to say with the other Five Eyes that this is an
existential threat, I'm concerned that you're not sharing that view
domestically, versus the international statement that you guys put
out—

Mr. David Vigneault: Mr. Chair—
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Mr. Corey Tochor: —or should it be the role of the minister to
say whether, with the briefings you would have provided, this is an
existential threat or not?

Mr. David Vigneault: Mr. Chair, I think that's a very valid a
point. I would not want to leave the impression that I would have
messages in Canada that were different from messages abroad. 1
think the context of the Five Eyes message, which was unprece-
dented—it was the first time in history that we appeared in public
together—was to essentially send that signal. Those words were
chosen carefully to say that, so I do fully endorse, of course, what
I'm saying.

In the context of the work that we do in Canada, in the context of
what CSIS's role is in advising government, and to complement
what the minister said in his appearance on Monday, I do not see a
distinction. I understand that these are not necessarily the same
words, but I do stand by the statement that I've made with my col-
leagues about the threat that China represents.

® (1640)

Mr. Corey Tochor: Have you personally briefed the minister on
the activities of the PRC?

Mr. David Vigneault: Mr. Chair, I'll be careful about the nature
of the briefings I'm giving, but I do believe that it has been said
publicly that I have personally briefed Minister Champagne. I have
briefed a number of other ministers. I'm saying that with the caveat
that I cannot confirm or deny all of the briefings I've given. Howev-
er, in the context here, it's been said that, yes, I have briefed Minis-
ter Champagne directly in the past.

Mr. Corey Tochor: If both you and Minister Champagne won't
pronounce this as an existential threat, who will? Obviously the
minister also has all the information that you have on the activities
of the PRC. Would that be a rough generalization?

Mr. David Vigneault: Mr. Chair, the minister is receiving a lot
of information, of course, mostly from his department. He's also re-
ceiving information through his participation in different commit-
tees, and that includes receiving intelligence from CSIS.

I do understand the member's question. Again, I just want to reit-
erate that I think the words I've used in this committee in my open-
ing remarks and the words we've used in our public report and in
previous public appearances here in Canada have spoken very
clearly about the magnitude.

I may not have used the term “existential threat”, but I can tell
you that we are seeing it from that point of view. If the chair is in-
dulgent, I would say that one of the issues we have to be very clear
about is that the PRC, under the leadership of Xi Jinping, has essen-
tially created an environment in which all of the resources of the
state have been combined under the leadership of the chairman to
essentially create the tools for the PRC to succeed. That, indeed, in-
cludes—

Mr. Corey Tochor: I'm going to run out of time here shortly.

I have one last question that I do want to get the answer to: Do
you believe that all entities associated with the PRC should be
banned from receiving taxpayers' money through research grants at
universities in Canada? Give me a yes or no.

Mr. David Vigneault: Mr. Chair, I think what is important is to
look at the threat specifically. I would say that there is a gradation
in terms of the different activities and the institutions that are en-
gaged in these activities.

Mr. Corey Tochor: To clarify, then, they could be associated
with the PRC and still get funding—

The Chair: We're out of time now. Thank you for your answers.

We'll go over to Ms. Bradford, please.

Ms. Valerie Bradford (Kitchener South—Hespeler, Lib.):
Thank you, Mr. Chair.

Thank you to our witnesses for coming on such a very busy day.

I am wondering if you can tell us what improvements you've
seen in Canada's ability to identify national security threats in re-
search.

Mr. David Vigneault: Yes, I will, and I'm sure my colleague
will also have some others.

I think what we have seen over the last number of years are
changes, both in terms of tools and in terms of how the government
is looking at these issues. If you look at the Investment Canada Act,
you will see that there have been changes over the years. I believe
that the House sent a bill to that effect to the other chamber earlier
this week. I think this is a good example that shows that there is a
realization that the threat is evolving and that therefore the need to
have different tools has evolved.

I think there have also been a number of other innovations under
the leadership of the public safety department.

I don't know, Shawn, if you want to jump in on this.

Mr. Shawn Tupper (Deputy Minister, Department of Public
Safety and Emergency Preparedness): Indeed, I think part of the
massive improvement is just increased transparency. The increased
work that we're doing with stakeholders and with universities in
particular and the creation of a research security organization with-
in my department allow us to make a concentrated effort, do con-
centrated work and develop frameworks that have allowed us, over
the last four or five years, to progressively address these issues,
identify where there are threats, have resources dedicated to making
sure that people have awareness of those threats, and then engage
with industry and academia around how we can collectively ad-
dress the threats we have.

® (1645)
Ms. Valerie Bradford: Thank you.

How has Canada's approach to research security evolved over the
last years as the technology becomes more sophisticated?

Mr. Shawn Tupper: I think part of that comes from paying more
and more attention to the technologies. The government hasn't yet
released, but is intending to release, a list of sensitive technologies
that we want to focus on. We want to make our partners in those
areas aware that they need to secure the work they're doing against
espionage and against foreign interference.
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As soon as the government is able, I know that it intends to re-
lease a list that will identify those areas of work that we think in-
dustry and academia should be concerned about and pay attention
to. We also want to release a list of institutions that we identify as
having close affiliations with the military and the national security
and government agencies in regimes that we consider threats to our
national security.

Ms. Valerie Bradford: What methods do malicious foreign gov-
ernments or entities associated with them use to gain access to
Canada's research ecosystem?

Mr. David Vigneault: Mr. Chair, this is part of the complex en-
vironment, and this is why it's so important to work with the institu-
tions.

We've seen attacks through traditional espionage activities. We
see it through cyber-espionage. We've seen it through collaboration
on research projects. Sometimes we'll have people with different af-
filiations come in overtly and have access to information that
should probably be kept a bit more discreet. We also have seen peo-
ple misrepresenting themselves to have access to that information.

What you're looking at is an ecosystem with the clear intent of
trying to get information, and whatever tool is at the disposal of the
foreign state will be used to get to that information. I think this is
what represents the most significant challenge for all of us: We
need to be able to address and mitigate the threat coming from
many different vectors at the same time.

Ms. Valerie Bradford: How does CSIS support the work of the
granting agencies?

Mr. David Vigneault: Since the government's introduction of
new guidelines and regulations, we have done a few things.

One, we have done a number of engagements with the research
councils to share with them our perspective of the environment and
of the threat. Also, Mr. Chair, we have done part of the review pro-
cess, so the granting councils are referring a number of the applica-
tions to the government. We at CSIS are part of the review, from a
national security point of view, to determine if they are indeed risks
to national security and if potentially critical information would be
leaving the country if such an application would be granted.

I would describe it as a very good relationship now, a productive
relationship, and I would venture to say that in a number of years to
come, we will see an improvement in and a deepening of that rela-
tionship to continue to address those threats.

Ms. Valerie Bradford: What role do the post-secondary institu-
tions play in ensuring the security of Canadian research when they
plan to collaborate with international research partners?

Mr. Shawn Tupper: I think that's part of the importance of the
framework and the guidance and regulations that we have put in
place. It informs and educates the universities on the kinds of indi-
cators they need to look at when they're investing in research and
identifying partners. It is helping them to understand those threats
and to make informed decisions in terms of who they partner with.

As we move forward in terms of identifying external institutions
and identifying those sensitive areas, that will further equip univer-
sities to make sound decisions in those areas.

The Chair: We're just about done on time. You have about five
seconds.

Ms. Valerie Bradford: Okay. I'm fine. Thanks.
The Chair: Thank you.

[Translation]

Mr. Blanchette-Joncas, you have the floor for six minutes.

Mr. Maxime Blanchette-Joncas (Rimouski-Neigette—Témis-
couata—Les Basques, BQ): Thank you, Mr. Chair.

I want to welcome the witnesses who are joining us today for this
important study.

Mr. Vigneault, I have a fairly simple question for you: can you
confirm that China directly or indirectly funds Canadian universi-
ties and provides private funding?

Mr. David Vigneault: Mr. Chair, as I mentioned in my opening
remarks, there are limits to what I can reveal publicly.

That said, we are more concerned with research than with gener-
al university funding. In fact, we can see examples in the public do-
main of the various tactics of the Chinese government. More im-
portantly, there are more and more third parties trying to hide their
affiliation in order to be able to donate money and contribute to re-
search projects that can lead to threats to Canada's security.

® (1650)

Mr. Maxime Blanchette-Joncas: Thank you very much, Mr. Vi-
gneault.

I understand that you cannot confirm everything for us today, but
I imagine that, if you warn a university, as you have done recently,
it is because there is a threat. That's my understanding.

1 would like to quote what you said in a CBC article published
on October 17:

[English]

“We have the Chinese government engaged in the most sustained,
scaled and sophisticated theft of intellectual property and acquisi-
tion of expertise that is unprecedented in human history”.

[Translation]

My question is quite simple. In the face of intellectual property
theft and blatant predatory behaviour, do you feel that the federal
government is doing enough to protect Canadian universities, re-
searchers and discoveries?

Mr. David Vigneault: Mr. Chair, I thank the member for his
question.

I believe that was said by one of my colleagues from the Five
Eyes at the meeting described in the article. Having said that, I fully
support the argument that's being made.

There are indeed threats to Canadian universities. In Canada, we
are very fortunate to have cutting-edge universities. People come
from all over the world to study at our universities. That has to be
maintained. It is thanks to this international collaboration that we
make advances in research.



November 22, 2023

SRSR-66 5

The problem we have, especially with regard to the People's Re-
public of China and the government of Xi Jinping, is that all parts
of that government are involved in seeking information, either
openly or surreptitiously, in order to serve the interests of the Chi-
nese Communist Party. Unfortunately, that also includes reviewing
all the technologies to see if there is a way to modify them for the
military purposes of the Chinese People's Liberation Army, which
is a direct threat to Canada.

Mr. Maxime Blanchette-Joncas: Thank you, Mr. Vigneault.

You're well informed. Yes, that was a quote from Mike Burgess,
head of the Australian Security Intelligence Organization.

The federal government announced last February that it was go-
ing to draw up a list of high-risk institutions. Eight months later, we
are still waiting for that list. I asked the minister about this last
Monday, as well as the people who were here today. Witnesses
come and go, the committee keeps on holding meetings, and every-
one expresses their concerns, but the delay in publishing this list
creates uncertainty for applicants and for the protection of Canadi-
an research.

Why do you think that list hasn't been published yet? Do you
work with international partners that have such lists?

[English]

Mr. Shawn Tupper: First of all, the collaboration is extremely
important, and with our Five Eyes partners we absolutely collabo-
rate and try to learn from our respective best practices in this area.
Absolutely those discussions occur.

We are indeed preparing advice. As I mentioned earlier, the gov-
ernment has stated its intention to release both an institutions list
and a sensitive technologies list. That work is under way. I cannot
steal the thunder of my minister in terms of when that announce-
ment will occur, but suffice it to say that work is well under way.

[Translation]

Mr. Maxime Blanchette-Joncas: Can you clarify what your or-
ganization is currently doing to keep sensitive information from
leaking out?

Mr. David Vigneault: Mr. Chair, I thank the member for that
very important question.

First of all, CSIS works with a lot of federal government agen-
cies. Specifically, CSIS works directly with universities and some
researchers.

We provide information directly to universities and research cen-
tres, to the extent possible, within the limits imposed on CSIS by
the Canadian Security Intelligence Service Act. We also conduct in-
ternational investigations with our partners, the Five Eyes, of
course, but also with many other partners around the world. We al-
so do threat mitigation.

CSIS's mandate allows us to take direct action to mitigate threats.
This is very important. We will never be able to reduce all threats,
but, as I said in my opening remarks, teamwork is essential. Every-
one has to work together to mitigate threats as much as possible.

® (1655)
[English]

The Chair: Thank you very much. That's six minutes. Now it's
over to Mr. Cannings for the final six minutes on this round.

Mr. Richard Cannings (South Okanagan—West Kootenay,
NDP): Thank you to everyone here today, especially Mr. Vigneault.
Thank you for coming on such a day.

During this study, over the past number of weeks we've heard a
lot of concerns about Canadian research and IP leaving the coun-
try—being stolen or leaking out in various ways. We've heard a lot
from the university “ecosystem”, as we've been calling it, and
though the tri-council about this business of whether we should
fund, or how we can stop funding, risky researchers.

A lot of research is, obviously, carried out by the private sector.
I'm wondering how you monitor that. Is there a direct way you do
that with industry groups? I read something in the media about Hy-
dro-Québec having an incident with a Chinese researcher.

Without divulging secrets, what kinds of measures do you take to
ensure that those very important research results and IP stay in
Canada where they belong?

Mr. David Vigneault: When we look at the way the theft of in-
tellectual property through state-sponsored activity occurs, we real-
ize we need to address all aspects of the ecosystem, to use your
word.

One thing CSIS has been doing is talking about this issue more
publicly. I welcome the work of this committee to enlighten Cana-
dians about this phenomenon.

We work directly with industry associations. We also work with
some specific elements of the economic sector. I'll give you a very
concrete example.

During the pandemic, we knew through our own intelligence—I
think it was also fairly evident—that threats to the health research
sector, in terms of pandemic research being done for a vaccine and
so on, would become increasingly problematic. At CSIS, we were
able to work with partners and map out the key industry companies
and research labs in Canada involved in this work. We reached out
to them directly and gave them some fairly practical advice. We
didn't necessarily know a threat was coming to them specifically,
but we said, “This is the modus operandi. If you were to be a victim
of it, this is how it would likely work.” I can tell you that within a
few weeks of those briefings taking place, we were approached by
one of these companies. They told us the PRC had indeed used the
exact modus operandi for this crime. Because the company had tak-
en the right steps to protect themselves, they were able to prevent
the theft of their intellectual property.
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It is a multiple-partner engagement, [ would say.
Mr. Richard Cannings: Sir, perhaps I can jump in.

This may go to you, Mr. Tupper.

I'm interested in how you find out what the key information is.
Who is advising you? Do you have scientists within CSIS, or are
scientists in other public sector agencies interacting with CSIS?
How does that work? How do you figure out what's important and
what may be irrelevant?

Mr. Shawn Tupper: [ think part of the work of the Research Se-
curity Centre is exactly that.

It's a whole-of-government endeavour. Our key partners beyond
our portfolio would include ISED, Health Canada and other science
departments. We want to pay attention to their expertise and capaci-
ty to give us advice. There is a whole-of-government structure that
allows us to come together and collaborate on how we identify
those areas.

Through the centre, we do a lot of public engagements. I have
half of my centre here and half across the country. It's not a huge
bunch of people. We do a ton of outreach as well. We're working
with universities and industry. We run workshops and whatnot. This
allows us to identify areas of priority external to government.
Through this whole-of-government approach, we're able to build
those bridges.

® (1700)
Mr. David Vigneault: Mr. Chair, can we add one point, please?
Mr. Richard Cannings: Sure.
The Chair: It's up to the member.

Dr. Nicole Giles (Senior Assistant Deputy Minister, Policy
and Strategic Partnerships, Canadian Security Intelligence Ser-
vice): Just to maybe put a couple of numbers around that, CSIS has
briefed more than 200 organizations and 1,000 individuals about
possible threats, so it's a continuous engagement that's absolutely
critical.

We're also leveraging our expertise and our footprint in every re-
gion in the country to make sure that we're raising awareness, and
we're doing a number of publications, including in local languages.
This document, for example, is “Protect Your Research” in Inukti-
tut.

Mr. Richard Cannings: Just to finish up here—I don't have
much time—you mentioned that the PRC is by far the biggest
threat, and this is why we're studying it specifically. Can you per-
haps let us know what other countries are of concern? Is Russia?
Who is active in this space?

The Chair: You have about 15 seconds.

Mr. David Vigneault: I can add quickly that yes, Russia is, of
course, of concern, It is less so in terms of sucking up all of the in-
formation the way the PRC does, but it is much more specifically a
concern for technology that is right now under sanctions. They're
trying to go around sanctions to get access to those technologies.

The Chair: Great. Thank you.

It was a really good round of questions and answers, and having
both of you here is really helpful for our study. This is the last hour

of our study. We hope to have a report generated by our analysts,
and you're really helping with that.

We'll go to Mr. Soroka for five minutes, please.

Mr. Gerald Soroka (Yellowhead, CPC): Thank you, Mr. Chair.
Thank you to the witnesses today for coming.

Director Vigneault, why do you think it is taking so long to get a
high-risk entities list from Minister Champagne, and how critical
do you view such a list for Canada's national security integrity for
academic research?

Mr. David Vigneault: I think that Minister Champagne was here
earlier in the week to explain, so I would not want to put words in
his mouth. I figure the minister's testimony is on the record.

On the second part of your question, sir, I think that it is very im-
portant that we identify risks, both in terms of protecting and in
terms of transparency. That's transparency with us, transparency
with foreign investors who are looking to engage with us and trans-
parency with universities that are trying to determine how they
should devise their own systems to protect their own systems. Yes,
it is very important.

Mr. Gerald Soroka: Given Huawei's extremely recent patent fil-
ings in collaboration with Canadian universities in sensitive areas
like 5G and Al, how does CSIS assess the risk these partnerships
pose to national security in Canada?

Mr. David Vigneault: This is, I think, the crux of the issue here.
The PRC has been very transparent in its approach. It has put in
place new legislation that forces any company, any organization
and any person of Chinese origin to collaborate with the intelli-
gence service. In the case of a company like Huawei, irrespective
of their intent—I will not speak about their intent at the moment—
they are under an obligation, if required, to share their information.

If we go a little above and beyond this organization, I think that
any kind of data they access, including every kind of personal iden-
tifying information about Canadians in different research projects
like facial recognition, is of concern, because what we know both
through intelligence and through open sources is that there is an or-
ganized system to take all of this data, to collate it, to apply artifi-
cial intelligence algorithms against it and to develop an advantage
for the PRC that is then turned to aggressive tactics and also to the
development of military technology to turn against us.

Mr. Gerald Soroka: We're basically giving them the informa-
tion to fight us with the research that we're doing, so that is very
concerning.

Minister Champagne also claimed, during our last meeting, that
creating non-binding guidelines is somehow better than just ban-
ning entities that pose risks to national security. Does CSIS believe
that non-binding guidelines are enough to protect against high-risk
entities?
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® (1705)

Mr. David Vigneault: Mr. Chair, | think what is important here
is the behaviour of the people.

Right now, we have seen a change in behaviour. Everybody on
the granting councils and in universities wants to work together.
Everybody understands the threat, and if you develop an ecosystem
of compliance, I think the people who do not want to comply will
become fairly evident in all of this, and we'll be able to direct our
activity more specifically at these people.

I'm agnostic, from a national security point of view, as to
whether they are voluntary or not.

Mr. Gerald Soroka: I'm very concerned about the fact that uni-
versities seem to be more concerned about getting money from
partnerships than national security. Do you feel this is also poten-
tially true?

Mr. David Vigneault: Shawn, do you want to take this question?

Mr. Shawn Tupper: If I may, part of that challenge is changing
the culture. There's a long history. Our universities have established
partnerships for quite some time. Part of what we're doing, and part
of why we have non-binding guidelines and why we've been engag-
ing for a period of time, is to start that education process. As I said
earlier, it's to make sure that people are able to make informed deci-
sions on their own and not rely solely on the government.

I think it's an incremental approach to getting toward those areas
where we say these institutions and these technologies are the most
sensitive and need to be dealt with.

Mr. Gerald Soroka: Director Vigneault, at the Five Eyes confer-
ence, you raised warnings about Beijing's actions in Canadian uni-
versities. Where, specifically, is the Liberal government falling
short in countering these threats?

Mr. David Vigneault: Mr. Chair, thank you for the question.

I will focus my comments on a national security point of view. |
would say that what we have seen is a fairly significant change in
the last four or five years. It's not just from an intelligence point of
view and with us sharing more, but that everybody else is realizing
that the environment has changed. The threat coming at us has
changed in its intensity, in its velocity and in the number of actors.

I am, on the one hand, comforted by the fact that people are tak-
ing this very seriously; on the other, I'm very nervous about the in-
tensity of that threat.

The Chair: Thank you.

It was a bit over, but it was important to get that thought on the
table.

Thank you for the question, Mr. Soroka.

We'll go to Mr. Turnbull for five minutes, please.
Mr. Ryan Turnbull (Whitby, Lib.): Thanks, Chair.

Thank you, Mr. Vigneault, and the whole panel here, for attend-
ing today. It's a very important conversation.

Mr. Vigneault, I appreciate the work that you do. I know you tes-
tified at the procedure and House affairs committee when we did

extensive work on foreign interference. I really appreciated your
and Ms. Giles' testimony there.

You mentioned an increasingly complex threat environment,
which I think we can all agree is the case. Really, it is at the heart of
where our concerns are coming from. I think you said the PRC is
the most sophisticated actor. You've also mentioned an ecosystem
approach.

I think sometimes people are looking for a very simple solution
for a very complex problem and a very complex risk environment
that are evolving quite quickly. This is what I've heard from you in
the past. I've heard you reiterate that today.

Could you speak, Mr. Vigneault, about the importance of that
ecosystem approach and why that's more effective than, say, some-
thing like a blanket ban, which is perhaps not the most effective ap-
proach?

Mr. David Vigneault: I think we are in a world where some of
what matters—the information and the data—resides in govern-
ment hands, but most of it does not. With the way the technologies
are evolving and the way the research is evolving, what we need
is.... Even if you were able to build a Fort Knox in one area, if you
leave the back door open, it's not going to work.

From that point of view, when I talk about the more complex
threat environment, we're dealing with actors that are extremely ag-
ile in understanding our system. They have access to a lot of exper-
tise, both inside and outside the country, to understand how our sys-
tem works. We see these attempts to adapt their tactics and their
techniques to what we are doing.

Here's a concrete example from the not so recent past. After Par-
liament changed legislation, we saw some indications of some ac-
tors being able to understand how that legislation works. They were
essentially finding a way to be able to accomplish their objective
through bypassing the new legislation. It's a bit of a cat-and-mouse
environment in which we need not just the intelligence service or
the federal government to be on their toes very quickly; it requires
all of the members of that ecosystem to be on their toes as well.

® (1710)

Mr. Ryan Turnbull: I appreciate that response, because it relates
to things you've also said about the importance of deepening the re-
lationships and about the importance of behavioural change from
various different actors in that ecosystem to effectively neutralize
the threats or to respond effectively.

Would you agree with that?
Mr. David Vigneault: Yes, Mr. Chair. I would agree with that.

Mr. Ryan Turnbull: Okay. Great.
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When we had NSERC here, they talked about having reviewed
about 2,000 applications for alliance grants. They referred 62 of
them—Iess than 4% of those applications—to Public Safety Canada
for an in-depth review. I assume that CSIS gets involved at that
point. I note that 34 of those were denied, so it's a little more than
half. That's an interesting statistic.

Without getting into details that you of course wouldn't be able to
reveal, how does CSIS utilize intelligence and how does it collabo-
rate with Public Safety Canada to do that review?

Mr. Shawn Tupper: That speaks to that whole-of-government
approach.

We lead that work at Public Safety Canada. We engage with our
partners. We review the applications that are referred to us. We do
assessments of the technology and the issues that come to the floor.
We look at the partners and we give advice back. That is based on a
collaborative effort that is based on an intelligence perspective. It
also looks at our economic interests and our economic security.
Those things all come into play as we assess and give advice back,
and in some cases, as you note, we deny the applications.

Mr. Ryan Turnbull: Thank you.
Is there a threshold that you use for the risks when you assess?

I'm also interested in how the intelligence is used. I know, Mr.
Vigneault, that in past conversations you've expressed how one
piece of intelligence is not all that useful, and that it's a compilation
over time that takes quite a bit of time. I know CSIS holds a lot of
that information and gathers quite a bit of that intelligence. How do
you utilize that, and what's the risk threshold? Those are my two
questions.

The Chair: Be very brief. You have 15 seconds.

Mr. Shawn Tupper: There are no specific thresholds, because
we have to do individual assessments on a case-by-case basis. We
have to look at the parameters, the elements, of each and every file
to make that determination.

The Chair: Thank you very much.

[Translation]

Mr. Blanchette-Joncas.
Mr. Maxime Blanchette-Joncas: Thank you, Mr. Chair.

Mr. Vigneault, I understand that there is no such thing as zero
risk and that your organization is making efforts to counter various
threats from around the world.

Personally, I get the impression that you are trying to fight with
one hand tied behind your back. I'll tell you why. Canada's national
security policy was established 20 years ago, in 2004. The policy
does not include the word “China” or the word “Russia”. The feder-
al government has asked you to conduct audits of organizations
working in sensitive areas in order to be aware of current and
emerging economic and security threats. But you don't even have
the legislative authority to do that.

In addition, you say that everyone has to work in the same direc-
tion, but there is information that you cannot even pass on to busi-
nesses, municipalities or university institutions. So there is a breach
of trust between the private sector and the government.

1 would like you to tell us about the need to modernize the cur-
rent policy, which is not only flawed, but also outdated.

Mr. David Vigneault: Thank you, Mr. Chair.
There are two aspects to your question.

Although no new documents have been published, the way in
which national security issues are managed is constantly evolving.
The most recent example is the Prime Minister's announcement
concerning the National Security and Intelligence Committee of
Parliamentarians. This will allow the right ministers and govern-
ment agencies to give specific advice to the government on current
challenges. I think this is a new component that shows that things
are changing even though there have been no new documents.

With regard to the Canadian Security Intelligence Service Act, I
believe that our public reports were quite clear. The threat has
changed, as have Canadians' expectations and those of our partners.
In the context of the committee's study, the universities are asking
us for more information. They have been given an idea of the
threats, but they need more concrete information.

The Minister of Public Safety publicly acknowledged that he was
working on making changes to the act.

® (1715)

Mr. Maxime Blanchette-Joncas: Thank you, Mr. Vigneault.

I can tell you what Minister LeBlanc mentioned. In fact, he did
not want to explain why—

[English]

The Chair: Unfortunately, we're at the end of the two and a half
minutes.

[Translation]

Mr. Maxime Blanchette-Joncas: —his government does not
want to update the national security policy.

[English]
The Chair: Thank you.
Mr. Cannings, go ahead for two and a half minutes, please.

Mr. Richard Cannings: Thank you again.

I think I've asked this question before during this study, but I'd
just like to get a sense.
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I feel as though I should be asking Mr. Lametti, because I'm
wondering about the legal framework under which you operate. It's
all very well to be working with researchers who may be unaware
of what's been leaked and what they're losing to China, but what if
you come across a researcher who is just a pure scientist who wants
to do the research to discover the results and who doesn't mind that
he's being paid by China to do that research and is outside the tri-
council system? Is there some legal line that he might cross that
would lead you to say he can't do that, or are there any powers you
have to shut that down?

I'm wondering where that line is or where the lines are, because
there might be several.

Mr. David Vigneault: Thank you, Mr. Chair, for the question.

CSIS does not have enforcement powers. We do not have those
powers ourselves.

Sometimes when you have a discussion with CSIS and you are
told about a number of elements in how your research or collabora-
tion could be creating a risk to national security, it is impactful.
That's on the one hand.

On the other hand, we would never want to have the intelligence
service deciding what type of research gets done and who the re-
searchers and the people are that universities can employ. However,
I think it is a fair question to ask universities to make sure they
have the right mechanisms in place to police themselves to deter-
mine if it's in their interests to have those types of relationships.

Finally, I would say that if there are activities that are covert and
potentially violate the Criminal Code, we work very closely with
the RCMP as well. I believe, Mr. Chair, that the member referred to
a case recently with Hydro-Québec, in which criminal charges were
laid against an individual, so the system is working. We probably
just need to make sure it works in overdrive a little bit more.

Mr. Richard Cannings: Thank you.
The Chair: That's terrific. Thank you.

We've been efficient with our time. We can go to the Conserva-
tives for five more minutes and then for five to the Liberals.

Mr. Tochor is starting off.

Mr. Corey Tochor: Director, you've just said that it's working—
that the system is working and that it just needs fine tuning. Is that
correct?

Mr. David Vigneault: I think I said that we need to put it in
overdrive.

Mr. Corey Tochor: In overdrive....

There are patents that have been filed in Canada in association
with Huawei and the University of Toronto this year. Obviously,
that's not working, right? Would that be an example of this not
working?

Mr. David Vigneault: Mr. Chair, I have a level of awareness
about the transaction, but not enough detail to speak specifically to
it. I think we have to be careful not to look at a specific activity and
determine that it is nefarious in and of itself, but I would not have
enough details to share with the committee today to say if those
specific patents filed, you know—

Mr. Corey Tochor: Just on Huawei, are you saying that CSIS is
comfortable with some research dollars from the taxpayers of
Canada going to Huawei?

Mr. David Vigneault: Mr. Chair, I believe that I have not said
that. What I have said, however, to a previous question, is that we
are very concerned about organizations that are subject to the legis-
lation of the PRC, and that, if and when forced to do so, will be
able to share and will be acting on behalf of the government of the
PRC. From that point of view, we do have a very high level of con-
cern, which is why we've been speaking publicly and redirecting
many more of our investigative resources to countering that threat.

® (1720)

Mr. Corey Tochor: To go back to this one company, obviously
you're well versed on the dealings of Huawei. There's a list that's
been promised to come out that will ban different entities from
working with universities in Canada with taxpayers' dollars for
funding. In what world would Huawei not be on that list?

Mr. David Vigneault: Do you want to take that?

Mr. Shawn Tupper: Well, first of all, the list isn't out, so you
will have to wait—

Mr. Corey Tochor: I'm assuming there is an internal list that's
getting compiled, right?

Mr. Shawn Tupper: That's the entities list.
Mr. Corey Tochor: Yes.

Mr. Shawn Tupper: Yes. That list is being compiled. Advice
will be given to the government, and the government will release
that list when it is ready to do so.

Mr. Corey Tochor: The government has that list, you're say-
ing...?

Mr. Shawn Tupper: I'm saying that we are developing advice
and have given advice to the government, and the government will
release that list when it's prepared to do so.

Mr. Corey Tochor: The problem is that the government didn't
act on the list you provided, and now we have another submission
of different funding applications that have been approved this fall.
Do you not see the problem here? You've briefed the government
on this list and they're not acting.

Why wouldn't we just...? If it's that difficult to make a full list,
we could start with a partial list. Why wouldn't Huawei be number
one on that list and be banned from receiving an additional nickel
from the taxpayers of this country?

Mr. Shawn Tupper: [ won't comment right now on who or what
companies are or will not be on that list. I do think it's important to
remember that we are a country of laws, and Huawei exists in
Canada in a legal way, so we can't completely ban the activities of
Huawei as long as it exists within Canadian law.
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We do need to pay attention to your earlier point about whether
taxpayer funding and money goes towards organizations that may
or may not be on that list. I think that is what the government is
grappling with right now. It's trying to find ways it can construct
that list in respect of who operates in this country, in respect of—

Mr. Corey Tochor: Thanks for that.

I'm going to pass my time over to my colleague.
The Chair: You have about one minute and 20 seconds.
Mr. Gerald Soroka: Thank you.

Considering the leaks from within CSIS about Beijing's interfer-
ence in Canadian elections, how do you reconcile this information
with Minister Champagne's claims that there is a great dialogue
with Canadian security departments?

Wouldn't the leaks actually suggest a significant communications
breakdown with the government, rather than great dialogue?

Mr. David Vigneault: For the record, Mr. Chair, if you allow
me, [ want to be clear that there has been information unauthorized-
ly released from CSIS documents; I don't think it has ever been
concluded that is was a leak from CSIS. I wanted to make that dis-
tinction.

In our system, the way it should work is that the intelligence ser-
vice is the right entity to be providing that information to the gov-
ernment in terms of what we see, what the concerns are, and so on.
Public Safety Canada and other departments are also providing ad-
vice to the government on what needs to be done.

That is how we're looking at that—
Mr. Gerald Soroka: I need to interrupt you. Sorry.

You're saying that the leak never came from CSIS. Are you say-
ing the leak came from the government?

Mr. David Vigneault: Again, to be very clear, it was not deter-
mined that the leaks were coming from CSIS. I think I will leave it
at that.

Mr. Gerald Soroka: Then it did come from government.
Mr. David Vigneault: The record—
The Chair: Thank you.

Next we have Ms. Jaczek for the last five minutes, please.

Hon. Helena Jaczek (Markham—Stouffville, Lib.): Thank
you so much to all the witnesses for coming today and enlightening
us.

One of the things that Minister Champagne told us was that the
list is being prepared with the other Five Eyes countries. When the
list is fully developed, will it be shared with the other Five Eyes
countries? Is there any possibility that the Five Eyes will use the
same list?

Mr. Shawn Tupper: I think countries will make choices for
themselves, depending on who is active in those countries and the
kinds of things they feel they need to protect. Canada will make its
own choices based on our ecosystem.

Certainly, that information is shared. As I said earlier, we try to
learn best practices from one another in that respect.

Hon. Helena Jaczek: How often will the list be looked at again?
Monsieur Vigneault has said that the situation is constantly evolv-
ing. Will there be a time frame for review?

Mr. Shawn Tupper: With that respect, the list will remain ever-
green. We will be constantly looking at entities that are operating in
our environment and looking at the technologies that come to the
fore. We will keep that list evergreen.

Hon. Helena Jaczek: Perhaps for reassurance, I assume that the
list is focusing not only on China but that it is in fact country-ag-
nostic.

Mr. Shawn Tupper: That is correct.

Hon. Helena Jaczek: Thank you.

In terms of your outreach to industry and the private sector,
Monsieur Vigneault, you did allude, as did Ms. Giles, to a lot of
consultation around some of the emerging potential threats. You've
mentioned vaccines.

Clearly, I'm very interested in the health side of things. Are you
looking at previous investments in research in Canada by these in-
dustries, or are you casting a wider net to brief the private sector?

® (1725)

Mr. David Vigneault: The way we look at it is twofold.

First it will be from an assessment point of view: We will look at
the past behaviour of different actors and determine how they
would adapt their tactics, given the intent that they have. We would
then be able to zero in on the types of companies or research sec-
tors that may be at risk. That is one approach. We would be using
the information we already have.

The other one, of course, is through our own investigation and
through partnerships with our international partners. I can tell you
that all of the discussions that I have with the.... At CSIS, we have
official relationships with over 300 different organizations and in-
telligence services around the world. A lot of these discussions re-
volve around exchanging information to better understand the spe-
cific threat vectors, so we use both the analysis of previous infor-
mation plus new information we collect in Canada ourselves or
from abroad, as well as information from international partners.

That's what builds the environment that gives the opportunity for
our great analysts at CSIS to work with all of our partners to then
determine the right places and the right actors to provide the most
impact in our engagement to mitigate that threat.

Hon. Helena Jaczek: Once the list has been established, will
there be any thought to look back retrospectively, supposing there
is a specific institution that is on the list? Is there any thought to
look retrospectively at previous or ongoing research to assess
whether there is a potential threat from that ongoing research?
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Mr. Shawn Tupper: We are conscious that the playing field is
going to change all the time, so we need to be looking not just for-
ward but also at what's going on now to make sure we fully assess
the threats to Canada that may exist.

Hon. Helena Jaczek: I think that's a very important point, actu-
ally. We've been hearing about applications to the alliance granting
agencies, etc., but surely there is a risk from something currently in
process.

Mr. Shawn Tupper: It could be a risk from something that is
ongoing, yes.

Hon. Helena Jaczek: Thank you very much.
How much time do I have?

The Chair: You have 30 seconds.

Hon. Helena Jaczek: I think I'll just cede it.
The Chair: That was a great line of questioning.

Thank you, again, to all the witnesses who have been here to
help us conclude the witness portion of our study.

Now the analysts have some work to do, and we'll be reviewing
the findings we've had from these very enlightening discussions.

Thank you, Director Vigneault, Dr. Nicole Giles, Shawn Tupper
and Sébastien Aubertin-Giguére, for being here and for your testi-
mony and your participation in relation to this study.

If there is additional information, please submit it. If there is in-
formation to come to us, we will need it in a timely manner because
we will be reviewing the analysts' work soon.

We'll suspend briefly now to allow our witnesses to leave and to
have our audiovisual check. We will be in camera and we're not go-
ing to be broadcasting the next portion of our meeting.

Thank you again.

We'll suspend for a minute.

[Proceedings continue in camera)
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